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1 Introduction
1.1 What is the EKM

The Electronic-Key-Manager EKM is a comprehensive software solution for programming and managing
the Electronic-Key-System EKS. The EKS provides access control on PCs and control units in an
industrial environment. In comparison to the issue of a password, considerably more responsibility is
assigned to the owner of an Electronic-Key. This provides protection against unauthorized access to
operating and visualization systems.

In principle EKS comprises two components:

an Electronic-Key and the matching Electronic-Key adapter. It is an inductive Ident system. A memory
chip and an antenna are built into the Electronic-Key (transponder). The Electronic-Key adapter is a
read/write system with integrated evaluation unit and interface.

EKM supplements the EKS with a flexible, customizable software environment.

Your advantages:

Electronic-Key programming

Database-based management of the Electronic-Keys

Display of data and writing of data to the keys using a flexible user interface
Expansion of the key memory areas with customizable database fields
Role-based management of access rights

Read and write : save and manage
key ‘@ quick data

€ Gz

simple Electronic-Key-Manager intelligent

Add and manage Haxibla Design [ o)
Users database and !’_‘1
be. 3 forms E]

093336-07-10/16 Subject to technical modification Page 7/130



Manual Electronic-Key-Manager EKM EUCHNER

1.2 System overview

EKM is based on a client/server architecture comprising the EKM client and the EKM senver.

The Database Designer and Layout Designer are intelligent tools that enable you to design the
database and user interface and to customize them without the need for specialist knowledge. The role-
based user management makes it possible to simply and rapidly structure users into groups and to
assign user rights. This aspect includes comprehensive program functions as well as the clarity and
editing features of specific form components.

Database Layout Lser Readfwrite Data
design . design management keys maintenance

:s ® &

s

B ™
e T T T T 1

L

EkM: application f local client

.._
hae
= database

.
Administratar Ekh-server: data service provider ———
(server-
configuration) Lser
database
]

When a key is read, the data read are displayed on the customizable key data form. During this
process the data from the key are interpreted and formatted using the format from the form. The data
can be changed on the form and transferred to the key using the write function. In parallel to writing to
the key, the key data are transferred to the EKM server where they are saved centrally in the key
database. You can access the key database and maintain the data for the Electronic-Key with the aid
of a database viewer.
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1.3 System requirements

EKM has the following system requirements (full version):

e Commercial PC from Pentium II

Operating system Windows XP / Server 2003 / Server 2008 32 Bit / Server 2008 64 Bit /
Windows 7 32 Bit / Windows 7 64 Bit / Server 2008 R2

Internet-Explorer from version 5.0

A network card with TCP/IP protocol installed

A serial or USB interface

To read and write Electronic-Keys you will need an EKS Electronic-Key adapter with serial or with USB
interface.
EKM can be operated with Electronic-Keys read/write and Electronic-Keys read-only.

1.4 Demo version

The demo version of the EKM allows you to test the full version of the product so that you can see for
yourself the advantages.

At a glance:

Functionality of the full version

Only local EKM client possible

Limited to 10 weeks runtime

Data, database and forms prepared can continue to be used with the full version

The demo version has the complete functionality of the full version of the EKM. The runtime of this
version is limited to 10 weeks. The demo version has no network support: client and server must be
installed on one computer. All data prepared with the demo version can continue to be used with the full
version without problems.

O The demo version is only allowed to be used for demonstration, test and evaluation purposes.
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1.5 Light version

The Light version is a functionally limited version based on the single-user version.

There are the following limitations
a) in the client:

No access onto the database viewer
No template functions

Export / Import for single keys only
Only local EKM client possible

b) in the server:

¢ No access onto the server. No display of the icon in the tray bar. The server gets automatically
started by the client.

There is an upgrade possibility to the single-user or full version. New data are stored in the
database and become visible after activation.

The TCP/IP protocol is also required for the EKM light version.

1.6 Single-user version

The EKM single-user version enables you to use the full functionality of EKM on a local PC drive.
At a glance:

¢ Functionality of the full version

e The client automatically starts the EKM server

¢ Only local EKM client possible

¢ Data, database and forms prepared can continue to be used with the full version

The single-user version has no network support: client and server must be installed on one computer.
All data prepared with the single-user version can continue to be used with the full version without
problems.

O The TCP/IP protocol is also required for the EKM single-user version.

1.7 Full version

The EKM full version has a client/server architecture and full network support.
At a glance:

Includes all documented functions

Client/server architecture

Network support

System requirements cf. "System requirements”
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1.8 Explanation of symbols

The following symbols are used in this manual to identify important instructions and useful information:

./ Tip!
* This symbol marks tips and tricks.

O Information!
This symbol marks general important notes.

Warning!

This symbol marks instructions that you should perform to awid the risk of the loss of data. This
symbol therefore appears next to notes that you must observe to be able to use the functionality of
EKM.

-
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2 Getting started

The "Getting started" chapter provides examples of the necessary steps that you must take the first
time you use EKM before you read or write Electronic-Keys. During this process you will obtain an
ovenview of the basic functions of the program.

2.1 Starting program

Start EKM via the entry in the Windows start menu. On the full version, the EKM server has to be
started first. Alternatively EKM can be started by double-clicking the file EKM.exe respectively
EKMServer.exe. Enter the connection parameters for the EKM server. Logon as the default user ekm
using the password ekm. The main EKM window opens with an empty form area.

EEX

File Edit Tools Help

& & o

Read Winrike Discard

g2t EUCHNER

Database Template

al | Port CcoMi o« | S ekm
Eil o
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2.2 Changing default user

Open the user manager using Tools -> User. Change the name and password for the default user by
choosing User on the Viewtab, marking the user ekm and then clicking Edit on the User tab. The Edit
user window opens where you can enter the new user data. Assign the user to the Administrators user

group.

BfS. User manager |_lE”£|
E View Groups: |zers:
Za Administratoren || e & ekm
() Rightz
(%) Uszer Edit user £|
a Group Izername: | | QK
- Full name: |.-'1'-.dm|n|strat|:|r | Cancel
Add Pazaword: = |
Remaove Verify password, |7 |
Copy KeylD | | Detect key
a User Laog on with password
[]Lag on with key
Edi Access count; 1
Add Created date: 23.05.2008
Delete
Lazt access: 23.05.2008

As necessary add new user groups and users and assign the appropriate rights to the individual user
groups.

3 When adding rights, ensure that the Administrators group has all available rights (cf. "Rights

available"). Leave the user manager with Close and logon as a user with administrator rights using
File -> Logon.
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2.3 Administring a database

Use Tools -> Design mode to change to the design mode. Now click the Database button. The
Database Designer opens.

Bf§ Database Designer,

Fiel .. Onkey  Figldname Type StartByte  Length Bitto DizplayT ... Unique Template

1 WalidUntil Date 1 g O O

2 0 | DistibutedTo String A0 | |

3 [0 | DistributedOn Date | |

4 0 | Distributedst Time | |

5 AccessBuildingl Bit 9 1 i | |

B AccessBuilding2 Bit 9 1 1 | |

T AoceszBuilding3 Bit 3 1 2 . F

g UzerLevel String 0 1 . F

3 UsgerlD Integer (32 Bit mit Worz.. (10 4 [ Fi

10 [] | Comment tderno [ Fi

11 [ |User Graphic . Fi
Up l [ Drowny [ Inzert N [)Qelete ] [ ok H LCancel l

Add all the required data fields to the database. During this process define the properties of the data
field:

OnKey (data are written to the key)

Fieldname

Type

StartByte

Length (if the data field is written to the key)

BitNo (if the data type is Bit)

DisplayType (for the data types Byte, Word, CRC: Dez for decimal notation and Hex for
hexadecimal notation).

Unique (select to prevent duplicate entries)

o Template (select to enable field for templates)

The order of the fields displayed in the Database viewer is indicated in the FieldNo field. The data fields
KEYID (data type String) and LOCKED (data type Bit) are hard programmed and are not visible in the
Database Designer. Accept your entries with OK. The Database Designer is then closed.

2.4 Designing user interface and selecting data source
Now click the Layout button. The EKM Designer opens. The component bar on the EKM Database and
EKM Standard tabs in the EKM Designer contains various form components:

o EKM database components: form fields that are bound to the key database and display the data read
when the keys are edited.
o EKM standard components: fixed form components such as form field names, images, etc.

To insert form components in the key data form, click the component you require on the component
bar. Then click the form in the position where you want to insert the form component.
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2 K.ey data
EKM-Designer
K.omponenten KeylD
Eki Databaze | EKM Standard |
e A% O G O Locked
[ 3
\
Eigenzchaften T T Uzer level I:I
Arccess
Validuntl |

You can change components added:

¢ In the component inspector you can enter or select the properties

e You can move a marked component using the mouse.

¢ The size of a component can be reduced or increased using Shift + left/right arrow key.
e A component can be moved using Ctrl + left/right arrow key.

Design the form and enter the data source for all EKM database components by marking a component
and selecting a database field in the component inspector using DataBinding -> DataField.

EKM-Designer B
Components
File Edit Help
EkM Database | EKM Standard X o
wE S | g OS] O O Sk
[y |a£| % *If <ancel  Apply
Properties KD
E1D ataBinding [T cxDB T extE ditD ataBinding keyD
| DataField ! . [
Height AcceszBuilding?
Hint AccezzBuilding3 Locked
Left Comment
NE Distributeddt
Aame DigtributedOn Ulzer level
ShowHint DistributedT o serlevel ||
Shyle KEYID User ID
e .
Tag Buildingl Building? Building3
Top Aroess L] ] ]
Validuntl | v|

gjlaekm |

Ensure the database component matches the data type for the data field selected (cf. "Properties of
EKM database components").
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2.5 Applying your work in the EKM Designer

Once you hawe finished designing the form for the key data, click Apply on the toolbar. Layout design is
closed and the program then uses the current layout in the general design mode. Click Apply on the
toolbar again. EKM changes automatically from the design mode to the read and write mode. The form
and the database design are transferred to the EKM senver and saved using Apply. A read right and an
edit right are created for all form components. To enable users to view and edit the form fields, the
related rights must be assigned to the corresponding groups.

2.6 Assigning user rights

Open the user manager using Tools -> User. On the Viewtab choose the Rights option so that the
rights available are displayed in the window on the right.

Groups;

=g Administratoren

I T VA Y VA VA 1

Button_D atabaze_Edit
Button_Databaze_Visible
Button_Designer
Button_Undo
Buttorn_Uzert anager
Buttan_writek.ey

chlB uildingz_izible
chlBvilding2_E dit
chéccezsBuldingd_Wisible
chdcoezsBulding3_Edit
chécoezsBuldingl_Visible
chécceszBuldingl_Edit

=g Demo

[—]

—

—
—
—

Assign the rights to the user groups:

Buttan_writek.ey
Buttan_zerbd anager
Button_Undo
Button_Dezigner

Button Database Vizible

I VA A VA A

Rightz available:

Button_Databaze_E dit
Button_Databaze_Wisible
Button_Designer
Button_Undo
Buttorn_|lzerbd anager
Buttor_\writek.ey
chéocezzBuldingl _E dit
chéccezzBuldingl_Yisible
chécceszBuldingd_E dit
chéccessBuldingd_Yisible
chlBuildingZ_Edit
chiBuilding?_“izible
chlLocked_Yizible
celmagekey Misible
edtComment_E dit
edtComment_'izible
edtDiztributedCn_Edit
ediDistributed0n_Yisible
ediDistibutedTo Edit

@ Allocate the right marked to the user group marked

@ Allocate all rights available to the user group marked

Close the user manager. All authorized users can now read and write keys.

093336-07-10/16
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EKM
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3 EKM

3.1 Installation

To install the EKM, start the installation program "Setup.exe". The installation program guides you
through the installation of the application and allows you to choose the folder for the installation and the
components installed. Please pay attention to the prompts displayed during the installation.

Pleaze zelect the lahguage that you would like to use during the
irvztallation.

Diie Inztallation unterstiitzt werschiedene Sprachen.
Wiahlen Sie eine Sprache aus der unten aufgefibirten Liste aus

Deutzch

Welcome _ X |

pragram. This program will install

@ “Welcome to Electronic-Fey-tanager EKM Setup
= Electronick.ey-tanager ERM on wour computer,

[tiz strangly recammended that you exit all Windows progranms
before minning thiz Setup Program.

Click Cancel to quit Setup and close any programs you have
running. Chek Mest bo continue waith the Setup program .

WARMIMG: Thiz pragram iz protected by copynght lave and
international treaties.

IInautharized reproduction ar digtriibution of this prograrm, or any
portion of it, may result in severe civil and criminal penalties,
and will be prozecuted ta the maximum extent pogszible under
.,

Cancel

When EKM is started for the first time, it may be necessary to set the parameters for the connection to
the EKM server.
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3.1.1 EKM files

All files created from EKM are stored in the EKM installation path.

When EKM is installed on Windows 7, Windows Server 2008 or Windows Server 2008 R2 and
the installation path is ‘C:\Program Files\<EKM>', the operation system redirects user specific
files to the VirtualStore. The VirtualStore is located under:
'C:\Users\<User>\AppData\Local\VirtualStore\Program Files\<EKM>".

L
)

3.2 Starting program

Start EKM via the entry in the Windows start menu. On the full version, the EKM server has to be
started first. Alternatively EKM can be started by double-clicking the file EKM.exe respectively
EKMServer.exe. The first time the program is started, the Connection parameters EKM-Server window
opens in front of the program splash screen.

Connection parameters EKM-Server §|

IP-Address or compriter
name EKM-Server 1921682064

Port EK.M-Server 9222

Enter the IP address of the EKM server and the port for the server, and accept the values using OK. For
local operation the IP address 727.0.0.1 can be used. If a connection is not established, please check,

e Whether the EKM server has been started.
o Whether the IP address and the port for the EKM server have been entered correctly.
o Whether the TCP/IP protocol is correctly installed.

Following successful establishment of the connection, the Logon window opens. To logon please enter
your user name and password. If logon using a key has been activated in your user profile, you can
logon by inserting your key in the EKS Electronic-Key adapter. If the key does not authorize you to
logon, a corresponding message is displayed in the Logon window. The first time you start the program,
logon as the user ekm using the password ekm.

Ilzer

.
I.

(,99’\-.
s!-

Paszwaord

You can alzo logon uging a valid key
Actual key doss not authorize you to lagan

Ok ] ’ Cancel
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The EKM main window opens. If necessary, choose a different port for the EKS Electronic-Key adapter
(cf. "EKS interface" ). Then open the user manager using Tools -> User and change the data for the
default user ( cf. "User rights"), add new groups and users in the user manager, and manage the user

rights.

e
[ ]

When the program is quit the connection parameters and the port set for the EKS Electronic-Key
adapter are written to the configuration file ekm.ini. You will not be prompted to enter the data

again when the program is opened; the data will be retrieved from the configuration file.

L
a

program is installed.

3.3 Quitting program
(@

Exit |

To quit the EKM, click Exit on the File menu.

3.4 Userinterface

3.4.1 Main window

For security reasons, do not forget to change the ekm user setup as an administrator when the

The EKM window is the main window of the EKM program. It opens when the program is started:

FEX

File Edt Tools Help @
& £ £ EGHNER
Read Wirike Discard Database Template

K.ey data Additional information
|KEP I Distibuted on | 05.01.2004 |+ |
Distributed at | 10:00:00 =
Locked -
Distributed to | Tam Millr |
Idzer level Uzer
User D 2EET & 1 @
Buildingl Building2 Building3 Cormment
Arccess ]
barn in Mew ork,
Valid unti v || |30 ¥ears old
Port COM1 = | & ekm 3

The EKM main window is divided into the following areas:

® Menu bar @ Toolbar

093336-07-10/16

® Status bar
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@ Form area The data allocated to the key are displayed and can be changed in this area.
The design of this area can be customized to the user's specific needs in the
design mode.

“ij The size of the window can only be changed in the design mode.

3.4.2 Menus and toolbars

The menus and the toolbar contain different commands and buttons depending on the mode in which
you are working. The content in the read/write mode is shown in the following as an example.

Menu bar and toolbar

EEX

File  Edit L:niznls Help - €& Help
A ——
é 2) FE i About ER
Read Wirike Discard Daktabase Template
ey data + .-’-'-.u:l-:litiu:'al information
Logon | |a Read | |E Database -
Logaff 0 Write ¢8| User _
Change passward el Discard BA Design mods -
i D ord
u:l AL Impaort, ..
Idzer level 2 1 Shaw irpart lag
User ID 24 % €7 Template list
_ . _ Template
Buildingl BuildingZ Building3 C =R
Arocess i =4 Mew template
b
Valid unti | EEFEEMENE o |13 | Language v [™ German |
gl English
Port CoMi [ G ekm

The functionality on the menus and the toolbar is dependent on the user rights assigned. In the figure
shown abowe, a user with all administrator rights is assumed.

.., Menus and menu commands have shortcut keys: Press Alt and the letter underlined in the menu
name or menu command.

Page 22/130 Subject to technical modification 093336-07-10/16



Manual Electronic-Key-Manager EKM EUCHNER

Status bar

gl | port comi - |5 ekm
(1) @) G

The following information is displayed on the status bar:

@® EKM server status The icon indicates the status of the connection to the EKM server. If the icon is
green, there exists a connection to the EKM sener. A red icon indicates that the
connection has been interrupted.

@ Port selection The port selected for the EKS Electronic-Key adapter is displayed in the Port
field. You can select a different port from the drop-down list.

® User indication The name of the user logged on is displayed next to the user icon.

3.4.3 Help

6 Help

To open the Help file, click the Help command on the Help menu. The EKM window opens.

E? Help Electronic-Key-Manager EKM

8 (o)
Hide Hoarne Frint Options
Contents l [ndex ] ﬁearch] FRANAN What is the EKM ® @ ®
- | EEM ~ . . - -
_ = The Electranic-key-hManager EKM iz a comprehensive
2 Instalation software solution far programming and managing the
2 Starting pragram Electranic-Key-System EKS. The EKS provides access -
2] Uuitting program control on PCs and contral units in an industrial environment.
+ @ User interface: In comparison to the issue of a password, considerably more
+ @ Reading and writing responsibility is assigned to the owner of an Electranic-key.
+ @ Database viewer This provides protection against unauthorized access to
+ @ Design mode operating and visualization systems.
+ @ User rights
[2] EKS interface , EKS sin principle EKS comprises two components:
Q Server connection an Electranic-Kev and the matching Electronic-Key adanter. It ¥
| rikztallinn = & | 5

In the Help file you can:

e Page through the topics section by section and display topics.
e Search for topics and display topics.

e Add, remove and display favorites.

The following features are available using the buttons on the toolbar:

Show/hide Shows or hides the navigation bar

Back Jumps back to the last page

Forward Jumps forward to the previous page

Home Jumps to the home page, i.e. the first page
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Print Prints the current topic

Hide Tabs

Back

Forward

Home

Stop

Refresh

Internet Options

Print

Search Highlight On/Off

Options

3.4.4 Language selection

You can change between German and English while the program is running.

Language k| ™ German
Enalish

3.5 Reading and writing

To read key data or to write keys, proceed as follows:

e Check the settings for the EKS Electronic-Key adapter using the manual on the EKS (key-specific
settings)

e Connect the EKS Electronic-Key adapter to a power source.

e Connect the EKS Electronic-Key adapter to a serial interface or USB interface on your computer.

e Choose the port for the serial interface.

Start the EKM or change from the design mode to the start window.
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3.5.1 Reading a key

To read a key, push the key into the EKS Electronic-Key adapter. The read process starts
automatically. Progress during the read process is displayed on the status bar in Key access.

gl | Port Ccomi o - | S ekm kev access M|
= ik

When the key is read, the data on the key are automatically transferred to EKM server database. Once
the read process is complete, the data are displayed on the key form.

K.ep data Additional information
= Distibutedan | 05.01.2004  +
Distributed at 10:00:00 >
Locked

Digtributed to | Tam Milled

dzer lewvel g User
dszer 1D Z3BET o '\-1
Buildingl Building? Building3 Comment
Brccess F] .
born in Mew York,
Validuntl | 12.07.2006 v 30 years old

You can also start the read process manually:

©

Read

click the Read button on the toolbar or the Read command on the Edit menu.

y. The data displayed on the form are overwritten on renewed reading.

=R

Note that the read process is dependent on the selection of the field property OnKey:

OnKey activated: On reading the value is read directly from the key, transferred to the database
and displayed in the form. If the key does not contain any valid data, you will receive a message
and the invalid value will be replaced by a default value.

OnKey deactivated. On reading the value is read directly from the database and displayed in the
form.

The first time fields are read without OnKey selected, the database fields are ZERO. Blank fields
are displayed in the form.
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3.5.2 Writing a key

To write to a key, push the key into the EKS Electronic-Key adapter. First the read process starts
automatically. Then enter the data on the form (for information on data entry cf. "Data entry").

EUCHNER

K.ep data Additional information
Y Distibuted on | 05.01.2004  + |
« Uiy > 4 2006 p | Distibutedat | 10:00:00 °l
MDMEDF ? 2 Distributed ta |TDIT| Miller |
Userlevel 13 1: 1 13 11 12 12 User
UserlD | 4 o2 56 77 28 23 30 \
L Comment
Access [ Today ] [ Clear ] born in Mew York,
Valid untl | 12.07.2006 v [[[30vears o

To start the write process, click

®

Write

the Write button on the toolbar or the Write command on the Edit menu.

The progress during the write process is displayed on the status bar in Key access.

Port COML | S ekm |Ke~;.-' access B '

The data are automatically transferred to the EKM database when the key is written. Once the write
process has been completed successfully, a message is displayed:

X]

Information

3

K.ep data written

Accept the message with OK.
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y. The key must not be removed during the write process.

=

The use of duplicates in Unique fields is detected prior to executing the write process: you will
receive an error message if you have entered a value that has already been used in a field with the
Unique restriction.

Warning f'5_<|

N

Error sawving the key data.
Infringement of the UNIQUE KEY restriction For column "DistributedTao",
& duplicate key cannot be added.

The write process is not executed.

3.5.2.1 Data entry

Data entry when writing to a key varies depending on the form component.

F.ep data Additional information
- |KEP I | Distributed on | 05.01.2004  + |
@ Distibuted st |10:00:00 (5) % |
Locked -
Distibuted to | Tam Miler @
Ilzer level |lzer e
User ID 234567 5 (3) .
Buildingl Building2 Building3 Camment
Access IF] :
- borr in Mew ok, @
alid unti EEE (5) v | [30¥earsod
8)
Visu Access | 4125768 U hd | )
Production Department
Wizu Uzer Level | Level?: Operate v®| Production, Maintenance w @
Uzer Mame |PM_Mi||Ef_T om | Passward @ |
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@

Tom Miller

)

born in Mew ork,
30 years ald

©)

234567 =

@
Building1

®

10:00:00 —

®

12.07. 2006

cxDBTextEdit: Click the field and enter one line of text.

cxDBMemo: Click the field and enter several lines of text.

cxDBSpinEdit: Click one of the arrows. The number is increased or
decreased. You can also enter a number directly by clicking the field.

cxDBCheckBox: Click the check box to set or activate the defined
property. A check mark appears in the check box. To deactivate the
field, click the activated check box. The check box is now empty.

cxDBTimeEdit: Click one of the arrows. The time is put forward or put
back. You can also place the cursor directly in the field and enter a
time. The cursor moves forward automatically so that the entry is always
in the correct format.

cxDBDateEdit: Click the arrow. A calendar opens. Choose a date by
clicking a day directly on the calendar. Click the month bar to choose a
different month.

L | July 3
M O M D

L

3

4 5
10 11 [&
17 18 139
24 25 26
31

E 7
13 14
20 A
27 28

ra ey =

1
2

[0

o |
=

oy I
-

wokaomooo —
oy =t
[mm BT R T 0}

[ Today ]

[ Clear ]

You can page through the calendar using the arrow buttons on the
month bar, i.e. move back and forward.

Click the Today button to choose today's date.

Click the Clear button to remove a selected date.

@

_

Copy

X Delete

& Load...
E Save As..,

Page 28/130

cxDBImage: Click the form component using the right mouse button. A
context menu appears:

e Cut removes the image from the form component and sawes it to the
Windows Clipboard.

e Using Insert you can paste an image from the Clipboard into a form
component of type cxDBImage.

e Using Copy you can copy the image from the form component to the
Clipboard.

e Using Delete you can delete an image from the form component.

e Using Load you can open a dialog box for opening a file. Select the
image file and accept your selection by clicking the Open button.

¢ You can sawe an image using Save As. The Save As window opens
first. Select a folder, enter a file name and accept your entries by
clicking the Save button.

Subject to technical modification 093336-07-10/16



Manual Electronic-Key-Manager EKM EUCHNER

4126768 7Tl TN

T I

Yizus Buillding3, Aread,
Yisuz Building3, Areab
Yisuz Building3, AreaC
Wisuz Building3, Areal
Yizus Bulding3, Areak
Yigus Building3, AreaF
[ ] Rezerse

[] Reserve

£ >

( \

X]

©)

LevelZ: Operats
Levell: Show

‘Level?: Operate

Lewvel3hwrite

Production, Maintenance

cxBitstring: Click the arrow. A dialog box with check boxes opens
containing the bits to be set. Comments related to the bits are
displayed. Set the bits in the dialog box by selecting the related check
boxes. When you close the dialog box, the bits set are displayed in a
corresponding decimal or hexadecimal character string.

cxDBExComboBox: Click the arrow to open the pull-down menu.
Select an entry on the pull-down menu. The selected value is not
written to the key, instead a value saved in the Layout Designer for
this menu entry is written to the key. You cannot enter any text in the
field.

cxDB_ComboBox: Click the arrow to open the pull-down menu.
Select an entry on the pull-down menu. You can also enter text in the
field and transfer the text to the key or to the database using Write.

Production Scheduling
Production, O peratar

Production, Maintenance
[uality Szsurance
Techhical Aszsurance

Logistics [nformation Departmemnt

@

HREHRHHMK

093336-07-10/16

cxDBPassword: Click the field and enter text. The text entry is hidden
using the character " * ". For data security reasons " *** " is displayed
when you leave the field with the cursor.
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3.5.3 Using templates

'

Template

Using templates you can save defined values in form fields and use these values as required. Templates
can be used to speed up writing similar data to keys.

To create and use templates, proceed as follows:
First create a template:

o Enter the required values on your form. There must be a key in the EKS Electronic-Key adapter to
enter data.

e Click Tools -> New template. Enter a name for the new template in the Save template window and
accept your entries with OK.

S5ave template

taintenance_Buldingl
taintenance_Building2
taintenance_Bulding3
Qperator_Building?
Operator_Building2
Operator_Building3
Cluality

Fleaze type a name for the template:

[ ] Owveraite file if it aready exizts

Cancel

All fields that have been enabled in the Database Designer for use in templates are saved in the
template with the value entered (cf. "Properties of the data fields").

The template is a TXT file that is saved on the EKM senrver.
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How to use a template:

¢ Click Tools -> Template list. A list is opened with the templates already added. Select the template
you want to use.

Template list

M aintenance_Building?

Maintenance_Building

Maintenance Building3
Dperator_Building1
Operatar_Building2 Delete
Operator_Building3
Cluality

Cloze

Once a template has been selected, the Template button is available on the toolbar.

¢ Insert the key you want to write in the EKS Electronic-Key adapter. Click the Template button on the
toolbar or use the Template command on the Tools menu. The values saved in the template fields
appear on the form.

EEX

File Edt Tools Help

€ H o | @ © EUCHNER
Read Wrike Discard Dakabase Template

a0
K.ep data Additional infarmation
|KE=P D | Distributed on | 05.01.2004  + |
Distributed at | 10:00:00 =
Locked
Distributed to | |
Ilzer level Ijl IJzer
Buildingl Building? Building3 Camment
Access o ]
Valid until 12.07.2006 v|
Wisu Access | 4128788 i | )
Production Departrment
Yisu Uzer Level | L | |F'ru:u:|uu:ti-:ur'|, t aintenance " |
IJzer Mame | | Pazzwiord e |

Port comi [ G ekm |
R R R R R R R R R EEEEE——SN—N———NSS—————

093336-07-10/16 Subject to technical modification Page 31/130



Manual Electronic-Key-Manager EKM EUCHNER

¢ If necessary, add data to the form and click Write to transfer the data to the key.

3.5.4 Discarding changes

If you do not want to save changes to key data, but instead want to discard the changes, click

i

Discard

the Discard button on the toolbar or the Discard command on the Edit menu.

The data last transferred to the key are displayed on the form.

3.6 Database viewer

To open the database viewer, click

| EA Database |

the Database command on the Tools menu or

22

Database

the Database button on the toolbar.

The Database viewer window opens

Bf& Database viewer g@@'

KEYID %  LOCKED %  WalidUntl % | DistributedTo % DigtributedOn % | Distributed
00D45F3365001032 [F] 17.01.1900 | Taylor Hackford [07.01.2000 10:00:00
QODESZA952DO0L03E ] 22007 | Mamy Srith 18.07.2004 11:11:00
00D 5SF1eFDEOOLOGE |:| A1.01.2003  |Jamie Foxs 05.02.2004 11:02:00
00DE 106447001032 ] 12.07.2006 | Tom Miller 05.01.2004 10:00:00
0l1A0DE432001032 ] 27.04 2006 | Regina King 24.08.2002 162200
0l1A1BF218001032 ] 30.06.2006 | Steven Spielberg | 01.12.2003 18:00:20
0114Z3BEDSO0LO3E ] NA22006 | Tom McGrath  |01.07.2003 05:00:00
0l142E416C001032 ] 11.07 2005 | Georg Bush 13112001 16:44:00
Ol32C173C09001032 ] 28.01.2005 |Boss Hoss 01.07.2003 00000 o,
£ >
CSY export l ’ SmartCard expart ] ’ Delete ] | ok | ’ Cancel

Here you can see all the key data already entered. The data fields written to the key have a yellow
background.
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3.6.1 Working with data

Lists of data records are displayed in tabular form in the EKM. Examples of these data tables are the
data views in the database viewer and in the Database Designer. The figure below shows all key data
already read into the database viewer.

Bz Database viewer

9=)E3

KEYID %  LOCKED %  WalidUntl % DistributedTo % DigtributedOn | Distributed:
00D45F3365001032 [F] 17.01.1300 | Tavlor Hackford [07.01.2000 10:00:00
QODESZA952D00L03E ] 22007 | Mamy Srith 18.07.2004 11:11:00
QODSF16FDEOOLOSE ] N.0.2003 | Jamie Foxs 05.02.2004 11:03:00
00DE 106447001032 ] 12.07.2006 | Tom Miller 05.07.2004 10:00:00
0l1A0DE432001032 ] 27.04 2006 | Regina King 24.08.2002 162200
Ol1&1EF915001032 ] 30062006 |Steven Spielberg | 01.12.2003 18:00:20
011AZ3BEDS00LO3Z ] NA22006 | Tom McGrath  |01.07.2003 05:00.00
0l142E416C001032 ] 11.07 2005 | Georg Bush 13112001 16:44:00
Ol32C173C9001032 ] 28.01.2005 |Boss Hoss 0.07.2003 00000 o,
£ >
CSY export l ’ SmartCard export ] ’ Delete ] | ok | ’ Cancel

Various functions are integrated into the tabular view:

Searching

Sorting by columns
Grouping by columns
Filtering data

Changing the position of a column

You can mark a row by clicking the row using the mouse. The functions for changing lists of data
described here are not saved when the related data view is closed.

O These functions are not always integrated into every data table in their entirety.

093336-07-10/16

Subject to technical modification

Page 33/130



Manual Electronic-Key-Manager EKM EUCHNER

3.6.2 Changing data in the database viewer

In the database viewer, you can only change data that are not written to the key. Data fields that are
written to the key hawe a yellow background. To change data, click the data field you want to change.
Overwrite the data field with the value that you want to enter in the data field.

Bz Database viewer E|E|E|
Py

KEYID w  LOCEED % “alidUnkl % | DistributedTo » | DistibutedOn % Distributed:
00D45F3365001032 ] 17.01.1300 | Tavlor Hackford [07.01.2000 10:00:00

00D5249520001032| M@ |31.12.2007 |Many Smith
00D SFLEFDEOOLOGE ] 31.01.2003 |Jarnie Fosx 4
00DE106447001032 [ |12.07.2006 | Tom Miler M DMDFSS
0L1A0DE432001032,  [] | 27.04.2006  ReginaKing e 18 g 13 1;‘
0l1A1BF218001032 ] 30.06.2006 |Steven Spielberg | 12 13 14 15 15 1?
011lA4Z8BEDEO0L032 ] FAZ2006 |Tom McGrath 192001 22 23 24 25
0l1AZE4l6C00L03z| [ |11.07.2008 |GeorgBush 2b 27 28 23 30 41
0132C173C9001052 F] 28.01.2005 |BossHoss

[Tu:u:la_l,l] [ Clear ]
£

CSY export l ’ SmartCard export ” Delete ] ’ ok ] ’ Cancel ]

Once you have made all the necessary changes, leave the database viewer using OK.

y. Your changes will be transferred to the EKM server as soon as you leave the modified field in the
~*" database viewer with the cursor or close the database viewer.

../ The database viewer includes field-specific windows, pull-down menus and pre-formatted fields for
entering data (cf. "Data entry").
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3.6.3 Deleting database records in the database viewer

To delete data records in the database viewer, select a data record by clicking it. Then click the Delete

button.

Bz Database viewer

EEX

KEYID %  LOCKED %  WalidUntl % DistributedTo % DigtributedOn | Distributed:
00D45F3365001032 ] 17.01.1300 | Tavlor Hackford [07.01.2000 10:00:00
QODS2A952D00L032 ] 22007 | Mamy Srith 18.07.2004 11:11:00
QODSFLEFDEOOLOSE ] N.07.2003 | Jamie Foxx 05.02.2004 11:03:.00
QODE106A4TO0LO3E ] 12.07.2006 | Tom Miller 05.01.2004 10:00:00
0l1A0DE432001032 ] 2704 2006 | Regina King 24.08.2002 162200
O11&1EF2180010352 ] Steven Spielberg | 01.12.2003 18:00:20
011A28BEDENOL03Z| M |31.12 01012003 [09.00.00 |
011A2E416C001032 GeorgBush 13112000 16:44:00
Ol32C173C9001032 28.01.2005 |Bozz Hoss 0.07.2003 00000 o,
£ | 3
CSY export l ’ SmartCard EHDDQ ’ Delete ’ ok, ] ’ Cancel

y. A warning message is displayed. Accept the message using Yes if you want to delete the
" selected data record and the related data. Your changes will now be transferred to the EKM

server.

3.6.4 Exporting data

In the database viewer you can export key data.

B& Database viewer

KEYID w  LOCKED » | “alidUntil

QO0D5EASSED00103E
011428BEDE001032
00061l 064d47001032
0l141BF915001032
0132C3E444001032
0l32C173C9001032
01142E416C001032

A1 AR aAAEE T S

4

122007
122008
12.07. 2008
30.08. 2008
N2.2005
28.01.2005
11.07.2005

27 Nd nnc

DigtributedTo » | DigtributedOn % Distributedat »  AccezsBuil

kA army Smith 18.07.2004
Tom kcGrath 01.01.2002
Tom bdiller 05.01.2004
Steven Spielberg | 07.12.2003
Peter Parker 02022002
1.01.2002

13.11.20M

24 No NN

Bosz Hoss

[eorg Bush

D mmien = Finm

11:11:00
03:00:00
10:00:00
18:00:20
12:23:00
02:00:00
16:44:00

1C.727.0nN

(&

TR R R T E

[ ’ LSV export ] ’ SmartCard export ] I
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e During a CSV export all key data with the exception of the Memo, Graphic and StringPassword data
types are exported to a CSV file.

o The first row in the export file contains the names of the database fields

¢ Order of the database fields:

Database field KEYID

Database field LOCKED

Database fields with the key data. The sequence is the same as the order on the key

Remaining database fields. The sequence is the same as the order defined in the Database

Designer

¢ During a SmartCard export the serial numbers of the keys (KEYID) are converted to the card code for
the SmartCard and saved as file names for zero-byte files.

3.6.4.1 CSV export

If you want to save the key data in a CSV file, click the CSV export button in the database viewer.

BfE Database viewer E| [El [z|
M

KEYID w  LOCKED % WalidUntil » | DigtributedTo % | DigtributedOn % | Distributeddt » | AcceszBui
00DSZA95ZDO01032 A1.12.2007 Marry Smith 18.07.2004 11:11:00
011AZEEEDA001032 NA22006 | Tom McGrath | 07.07.2003 09;00:00
00DEl0EA47001032 12.07.2006 | Tom Miller 05.01.2004 10:00:00
Nl1&lEF315001032 30.06.2006 | Steven Spielberg|01.12.2003 18:00:20
0132C3E444001032 22005 | Peter Parker 02022002 12:23:00
O132C17309001032 28.01.2005 |Bossz Hoss M.01.2003 08:00:00
0l1A2EA16C001032 11.07.2005 | Gearg Bush 13.171.2001 16:44:00

AT A AT ASSAn T aaT A7 04 nnc [ PN ST T nl= Ry uly ] AC- 27000

<

“ CSY export ’ SmartCard export ] | ’ Cancel l

o o
IR KRS
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The Entry of export file window opens.

Entry of export file

Look i | | Electonic Keys v| Q ¥ -

File narne: |Key Data w | [ Open l

Files of ype: | CSV file v| [ Concel |
[ ] Open az read-only

Select a folder and enter a file name for the CSV file. Accept using Open. After the export a message is
displayed:

Information b_<|

\;i;‘) Expart completed successfully,
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3.6.4.2 SmartCard export

The SmartCard export is used to convert the key serial numbers (KEYID) to the card code for the
SmartCard. The card code is saved in the file name for a zero-byte file using the following syntax:

USERMAN_CARDxxxxxxxx.DAT
(xxxxxxxx stands for the card code).

To export the serial numbers for keys entered as SmartCard card code, click the SmartCard export

button in the database viewer.

B& Database viewer

KEYID w LOCKED » | “alidUntil

QO0D52A952D001032
011428BEDE001032
0006106447 001032
01141BF218001032
0132C36444001032
0132C1l73C2001032
0l1AZE416C001032

A1 AR aAAEE T S

£

N2.2007
122008
12.07. 2008
30.06.2008
31122005
28.01.2005
11.07.2005

27 0d anc

(=3

DigtributedTo » | Digtributed0n » | DistributedAt s AccessBuil

K army Smith 18.07. 2004
Torn MeGrath 1.01.2002
Torn Miller 05.01.2004
Steven Spielberg | 07.12.2003
Peter Parker 02.02.2002
Bogs Hoss 01.01.2003
Georg Bush 13.11.200

O mmien = i e ¥ ul=Relulyy]

11:11:00
03:00:00
10:00:00
18:00:20
12:23:00
02:00:00
16:44:00

1c. AN

|

ARSI

LC5% expart ]“ SmartCard expart ]
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The Entry of export folder window opens.

B Entry of export folder

B X

=@

) My Documents

wd My Comnputer
b My Metwork Places

k. l [ Cancel

Select a folder and accept your selection using OK.
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After the export a message is displayed:
Information r5_<|

i ] Expart completed successtully,

In the export folder you will now see the files with the related card codes:

& Electronic keys f_l@l@l
File Edit ‘“iew Favorites Tools  Help ;*;’

o

b | .-.:I ;
@Eﬂack </ 'ﬁ' 7 Search Folders "

fiddress |1j DHERMIElectronic keys ] | Go
Mame Type L

3 USERMAN_CARDABT4DZ2C,0... DAT File
3 USERMAN_CARDBEDS4154.0AT DAT File
3 USERMAMN_CARDDZDS3IEEE.DAT DAT File

3 LSERMAMN_CARDDS91AZ5F0.0DAT DAT File
3 LSERMAMN_CARDDE1B452F.DAT DAT File
3 LSERMAMN_CARDDEIOEL31.DAT DAT File
3 LSERMAMN_CARDDELOC22F.DAT DAT File
3 LSERMAMN_CARDDEL 7EEZF.DAT DAT File
3 LSERMAMN_CARDDES4E1ZF.DAT DAT File
3 LSERMAMN_CARDDESODL 2F.DAT DAT File
3 LSERMAMN_CARDDEZ4D1FS.DAT DAT File
jﬁ\ LSERMAMN_CARDDE?4022F.DAT DAT File

£

Locked keys are not saved.

-

o The key serial number is a sixteen digit hexadecimal number (8 bytes). For the conversion to the
card code this number must be converted into an eight digit hexadecimal number (4 bytes):

¢ The 8 byte key serial number is divided into two 4 byte values.

e The two 4 byte values are added together. Any overflow is ignored. The resulting 4 byte value is
the card code.
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3.6.5 Searching for data

Mark a field in a column with a yellow background in your table oveniew and type the search term or the
character string you want to find. The cursor jumps to the next data record that starts with the character
string entered.

EE Database viewer

Drag a column header here to group by that caolumn

FEYID w LOCKED » WaldUntl s DistributedTo s Digtrik
0l1&1EF915001032 ] 00620068 | Steven Spielberg | 01.12.
0l32C173C9001032 ] 28.01.2005 | BoszHoss onol.
0l1A0DE432001032 ] ERlli4.2006 | Fegina King 24.08.
00D SF16FDEOOLO3Z ] 31.01.2003L\Jamie Fos 0502,
00D 5249520001032 |:| 322007 ‘ﬁh’larr}l Smith 18.07.

The search function is integrated into the database viewer only for the fields with a yellow background.
These fields cannot be changed in the database viewer (cf. "Changing data in the database viewer").

3.6.6 Filtering data

When you filter data, you formulate criteria that are used to select the data for the view. To activate the
filter selection, click the filter selection for a column. A list of possible selection conditions opens.

B[E Database viewer

Drag a colurmn header here to group by that column

KEYID w  LOCKED »  wWalddy ~ B DystributedTo % DistibutedOn % | Distributedat s
OOD5FLEFDEOOLO3Z 05.02.2004 110300
0132C173C09001032 01.01.2003 08:00:00
011A4ZE416C001032 121‘331? %BSE GeorgBush  |13.11.2001 16:44:00
00D4SF35365001032 3122005 | Taylor Hackford |07.071.2000 100000
0132C3E444001032 SO AE |PeterPaker (02022002 122300
0l1A0DE432001032 12.07.2006  |Reqgina King 24.08 2002 16:22:00
0LLALEFI18001032 SI22006 e en Spiclberg 01122003 |18:00:20
00D6106447001032

01142EBEDS00LO3Z 122006 | Tom McGrath | 01.01.2003 09:00:00

31122007

12.07.2006 | Tom Miller 05.01.2004 10:00:00
Q0D SZA952D00L032E 3122007 b arry Smith 18.07.2004 11:11:00
£ i |

) . .

[ CSY export l [EmartEard e:-:pu:urt] [ Delete l
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If you have selected Custom as the criterion, the Custom Filter window opens.

Here you can link two conditions using ...
e and (both expressions are true)
e or (at least one expression is true)
A list of operators is available for formulating the specific condition.

Custom, Filter, El

Show raoms where:
W alidl mil

enquals W | w |

does not equal

iz lezs than |
iz lezs than ar equal to

iz greater than

iz greater than or equal o

iz blank
:z n;tnblank L o J [ Cancel J

Once you have used a filter on a table, the expression appears in the filter status bar.

BlE Database viewer

Drag a colurnm keader here ko group by that colurmn

KEYID w  LOCKED »  WalidUntl % DistributedTo % DistributedOn | Distibutedét s
0l3Z2C3c4EFO01032 .07, 2000 07.07. 2000 00:00:00
01l32C173C9001032 28.01.2005 | Boszz Hoss 01.01.2003 03:00:00
0l1&ZE416C001032 11.07. 2005 | Georg Bush 13112001 16:44:00
QODESFLEFDEOQLOZE 31.01.2003  |Jamie Foxx 05022004 11:02:00

00D45F35365001032 11.07.2005 | Tawlor Hackford |01.01.2000 10:00:00

(%] & (validlnti < 14.07.2005)

£ | >

[ LS export ] [ﬁmartEard e:-:pu:urt][ Delete J ] ”_ Cancel J

Here you can open the Filter builder window using the Customize button.
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In this window you can build an expression with as many conditions are required:

Iz Filter builder - [untitled. flt]

Fiter | and <roots

(3 Validuntil s less than 14.07.2005

¥

] edualz -
LOCKED does not equal
" alidl il iz lezz than
DhiztributedT o iz lezz than or equal to
DiztributedCn 1z greater than
Drigtributedat iz greater than or egual to
cosssBuildng] A
AocezzBulding? not ke
AocezzBulding 1z blark
Ilzerlevel iz hiot blank
IzerlD between
not between b
Open... ] [ Save Az k. ] [ Carnicel ] [ Apply
You can..
o Select the logical operator for the arguments
e Select the column to which an argument is applied
o Select the condition
o Enter the criterion as required
¢ Add or remowe a single condition or a further group of conditions

\i,l Filter expressions can be saved using Save As and retrieved using Open.
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3.6.7 Moving columns

To change the position of a column in a table, drag the column to the right or left. Two green arrows will
indicate the new position of the column. The column is moved when you release the mouse button.

w ”~
:

KEYID “  LOCKED = “alidntil Lhstnbuted w LBishibutedd & % Distribut
n13ze364EF001032 N LR | 01.01.2000 00:00:01]
00DASF3365001032 Fi 11.07.2005 | Taylor Hackford  [07.01.2000 10:00: 0C
01142E416C001052 O 11.07.2005 | Geaorg Bush 13.11.200 16:44:0C
013ZC3E444001032 ] NA2.2005 |Peter Parker 02022002 12:23.0C
01140DE432001032 Fi 27.04 2006 |Regina King 24.08. 2002 162200
0114ZFBEDE001032 ] 31122006 | Tom McGrath 07.071.2003 09:00:0C
0132C173C9001032 Fi 28.01.2005 |Boss Hoss 01.01.2003 [g:00:0C
.21 1TAITITAT AAA T A =1 20 NC nnc [ e e | S M1 472 nn2 1 l:l-l'll'l-;l' b

3.6.8 Sorting data

To sort a table based on the content in a column, click the column. The arrow indicates whether the
sort order is ascending or descending. The existing sorting is reversed if you click the column again.

A
KEYID LOCKED s WalidUntil » Distribut DistributedOn % | Distribub
0132C364EFDOLO3E F] 01.01.2000 |0 ‘1.01.2000 00 00;0c
0132C173C9001032 Fi 28.01.2005 |Boss Hoss 01.01.2003 0a:00:0C
011a2E416C001032 Fi 11.07.2005 | Georg Bush 13.171.2001 16:44:0C
OODEFLEFDEQOLOSE F N.01.2003 | Jamie Foxx 05.02.2004 11:03:0C
oopszasszpoolozz| M (31122007 | 18.07.2004
01532C36444001032 Fi HMA22005 | Peter Parker 02022002 12:23:0C
011aA0DE432001032 Fi 27042006 |Regina King 24.08.2002 16:22:00
AT ATTITA AaE T e |l 2N Nc n0nc Chmiimin Cmimlbmem [ e B B T 1 e} 1 0.0N-7r

£ >

You can use several columns for the sorting by holding the Shift key when you click the column
headings. If you click a column with the Ctrl key pressed, this column is no longer used for sorting.
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3.6.9 Grouping data

Grouping the data in a table by a column means that all data records with identical fields in the related
column are combined to form a group.

To group by a column, simply drag the column to the grouping bar. You will see this data view:

zerlevel & w
DistributedOn & w

KEYID »  LOCEED % “aldUntl %  DistributedTo % | Digtributedat % AccezzBuildingl » .
= Userlewvel : 2
[= DistributedOr : 07.071.2003

0132C173C0001032  [] | 28.01.2005 |BossHoss 08:00:00 | |
[= DigtributedOr : 01.12.2003

(011A1BF918001032 [ 30062006 |Steven Spielberg 18:00:20 | |
Uzerlevel : 3
Uzerlewvel : 4

5|
i| Iilf ] ¥

Groups can be formed based on the content of several columns. The order for forming the groups can be
changed in the grouping bar.

To undo a grouping, drag the column back to the column bar.
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3.7 Importing data

| Import... |

You can import key data into the key database. The data to be imported must be CSV format. The first
row in the CSV file contains the database field names. Only fields that can be unambiguously allocated
and that match existing database fields are imported. The file to be imported must contain as a
minimum the data field KEYID with values. If database fields are missing during the import, these fields
are ZERO after the import.

:i:l To edit the CSV file use an editor that does not change the structure of the file.

To import key data into the key database, click Import on the Tools menu. The Database import from
CSYV file window opens.

Database import from C5V file
Look ir: |@ kepdata vl Q F -

Ty EI EKM_kewdata_01.12.2005.csy

My Recent
Dacuments

¢

Deszktop

&

My Documents

<

ty Computer

File name: EKM_keydats_01.12 2005 csv v Open
kA Metwork Filez of type: | cav w |

m

Select the file to be imported and accept using Open. The import progress and, on completion of the
import, the import logger are displayed in the Database import from CSV file window.

Database import from CSV file

Irmparting file "EEM_keydata_01.12. 2005 cev". Pleaze wait...

(I )

Details »> l ’ Cancel l
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Using Details you can close or open the import logger.

If the import file contains data records that already exist in the key database, you will receive a
message:

Acknowledgement E|
P KeylD ("00D45F3365001032") already exists, COverwrite?
\\‘ﬁ
I Yes ] [ Mo ] [ Cancel ] [ Yes bo all
Select ...

Yes if you want to overwrite the key data for the KEYID displayed with the data from the import file.
No if the key data for the KEYID displayed are not to be overwritten.

Cancel if you want to cancel the import. The data already imported are retained.

Yes to all if you want to overwrite the key data for all already existing KEYIDs with the data from the
import file.

Please note that a data record will be ignored during the import in the following cases:

¢ The data record contains invalid data. Example:

e Characters that are not allowed in the related data field

¢ Values that are below the minimum or above the maximum for the related data field
e The data record contains a duplicate value for a database field with the Unique restriction.

Using Tools -> Show import log you can open the import logger for the last import. The log file is saved
on the EKM server in the ImportLog folder.
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3.8 Key export/import

| Key Export | | Key Import

With the function key export respectively key import the data set of the presently displayed key can be
exported respectively imported into an optional folder.

Key export
In order to export the data set, click in the menu File on the menu command Key export.

The window key export to cs\-ile opens.
Enter a file name and store the file with Open.

Key import
In order to import the data set, click in the menu File on the menu command Key import.

The window key import from csv-file opens.

Schliissel Import aus C5V-Datei

Suchen in: |lﬂE:purt vl O ¥ = M-

r E_ '%]MustermannHansHA Lsy

Fuletzt
verwendete D...

P—T‘:

Deskdop

29

Eigene Dateien
Arbeitsplatz
- Dateiname: | MustermannHansHAT csv w | Offnen
Netzwerkumgeb | Dateityp: | cav L | Abbrechen

Choose the file to be imported and confirm with Open.
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In the window key import from csv-file now the import progress and upon completion of the import the
import logger is displayed.

Schliissel Import aus C5V-Datei

Datei "MustermannH ansHAT cav'' wurde impaortiert,

[ ]

| Details>> | | Schiieten |

On Details you can close respectively reopen the import logger again.

The read values are displayed on the user interface, but not yet transferred into the data base. Only by
using the function Write the imported values will be written on the key and into the data base.

Be aware, that in the following cases a data set is ignored for import:
¢ The data set contains invalid data, for example:

e Characters which are prohibited for the respective data field

e Values which exceed the minimal or maximal size of the respective data field
e The data set contains a duplicate value for a data field with the Unique limitation

4» * The functions import and export can only be executed when key is plugged.
¢ The KeylID is not imported.
e Data fields of type Memo, StringPassword and Graphic get not exported.
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3.9 Design mode

57 Design mode |

To open the design mode, on the Tools menu click Design mode. The Database, Layout, Cancel, and
Apply buttons appear on the toolbar.

SIS

File Edit  Help

g @ X v

Database Layout Zancel apply
K.ep data Additional information
- |KE-'" D Digtributed on | w |
@ Distributed at | 00:00:00 =
Locked
Diigtributed to | |

Idzer level I:I Izer
3

zer D

Buidingl Buiding? Buiding3 | .
Access D D D

Valid until | v

al | 2 ekm

In the design mode you can:

¢ Design the database for the key data
¢ Design the layout for the key data form
¢ Transfer all changes to the key data form and all changes to the database to the EKM server using

Apply
¢ Discard your changes to the key data form and to the database using Cancel
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3.9.1 Designing a database

i1

Database

To design a database for key data, in the design mode click the Database button. The Database
Designer window opens.

§l& Database Designer E| @| PX|

Figl... Onk.... Fieldname Type StartB...  Lenagth | BitMo Digpla...  Uni..  Templ...
1 % alidl mtil D atedsci 1] a [l
2 AcceszBuildingl Bit 9 1 1] ]
3 AcceszBuilding? Bit 9 1 1 ]
4 AcceszBuilding3 Bit 9 1 2 ]
a JzerlD Integer [32 Bit mit ... |10 4 ] ]
B |Jzerlevel Byte [0.. 255] 14 1 Dez ] ]
v Wishooess BitString 15 3 Dez ]
a WisullzerLevel String 18 2 ]
9 |JzerM ame StringBlankFilled 20 25 ]
10 [] |DistributedTo String a0 ] ]
1 [ |Distributedin [ate ] ]
12 [ | Distributedat Time ] ]
13 [ |Comment b ernio ] ]
14 [ |User Graphic ] ]
15 [ |ProductionD epartment String a0 ]
16 [ |Passward StringPassword 20 ] ]

l Up ] l Do Ingert ] [ Delete ] [ ok H Cancel ]

In the Database Designer you can:
¢ Insert data fields

¢ Delete data fields

¢ Change data fields

You can select the buttons in the Database Designer by:

¢ Clicking the button directly using the mouse or
e Using shortcut keys Alt+ the underlined letter

O The fields with the OnKey option are saved on the key.

1. On leaving the design mode, do not forget to transfer your changes to the EKM server using Apply
= (cf_"Applying vour work in the EKM Designer").
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3.9.1.1 Properties of the data fields

You can design the database for the key data to suit your requirements using the EKM in the design
mode. The only exceptions are the KEYID and LOCKED data fields that are hard programmed. These
fields are added automatically when the database is created. The KEYID field can only be read. The
LOCKED field can only be changed using the database viewer.

B8 Datenbank-Designer E] [E| PX|

Figl... On... | Fieldname Type StartB... Length | BitMo | Digpla.. Uni.. Templ.. #*

2 ZugangHallel Bit 0 ]

3 ZugangHalle2 Shortlnt [-128 .. 127) 1 H

Bpte [0 .. 255)

4 ZugangHalie3 Smallnt [-32768 . 32767) 2 O 0O

a Perzonalnummer word [0 .. B5535) 4 O Ol

g Berechtigungsstufe Integer [32 Bit mit Yaorzeichen] (4 Dez ]

v YizuB erechtigung glt?iit 3 Dez ]

B Wisullserlevel SttingBlankFiled 2 [

9 Benutzermame StringPazswaord 10 ] ]

10 Mibhletier Time 05 |0 Dez O O

11 werksbereich E';TSC" 20 O

12 KEYCRC Ascii ] a2 Dez O O

13 [ |susgegebenan temo ] ]

14 [ |&usgegebenam Giraphic ]

15 [ |&usgegebenum g:?ﬁliring ]

16 ] |Bemerkung Mibble O F |
[ Auf ] [ Ah Einfiigen ] [ Loeschen ] [ ok H Ahbrechen ]

The database comprises:

¢ Fields that are written to the key during the write process
e Data that can be retrieved centrally from the database, but not written to the key.

The amount of memory space for the data fields written to the key is limited. Please see the data
sheet on the Electronic-Key for information on the amount of memory available on the key used.

L
)

O Data fields that are not written to the key can be added almost without limitation. However, for fast
data transfer, it should be ensured that excessively large image files are not used.

The following data field properties must be defined when designing the database:

FieldNo Information on the order in which the fields are displayed in the database viewer.
A field can be moved up or down in the display order using Up and Down. The number is
changed automatically when a field is moved. The number is automatically incremented
when a field is added.

OnKey e Activated: the field data are saved on the key when data are written to the key.
¢ Deactivated: the field data are not saved on the key when data are written to the key and
can only be seen on the data form.
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Fieldname Name of the data field
Spaces and special characters cannot be used with the exception on the underscore ("_").

Type

093336-07-10/16

Data type

The data types listed below are available:

Data type
Bit

Shortint (-128...127 )

Byte (0...255)

Smallint (-32768...32767)
Word (0...65535)

Integer (32 Bit mit Vorzeichen)
Float

String

String

StringBlankFilled: string filled
with ASCII blanks (= 20hex)

StringBlankFilled: string filled
with ASCII blanks (= 20hex)

StringPassword: string hidden
with "***" on the display

Time

TimeAscii: ASCII time format
Format on key: hhmmss00

Date

DateAscii: ASCIl date format
Format on key: YYYYMMDD

Memo

Graphic

CRC: checksum on key
BitString: integer multiple of 1

byte
Nibble

On Key possible

X

X

X

Subject to technical modification

Number of bytes
8 bits = 1 Byte

1 byte

1 byte

2 bytes

2 bytes

4 bytes

8 bytes
Maximum 116 bytes
Maximum 250 bytes

Maximum 116 bytes

Maximum 250 bytes

Maximum 250 bytes

8 byte

8 byte

8 byte

8 byte

2 bytes
Maximum 8 bytes

4 Bit
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{» Fields with the data types CRC, DateAscii or TimeAscii can only be defined as OnKey fields.

StartByte

Length

BitNo

DisplayType

Template

Unique

Page 54/130

Defines the first byte of the data field on the key
The numbering starts with" 0 "

Defines the length of the data field in bytes. This length can only be freely defined for
the data types BitString and String.

Defines the bit used in the byte

* On afield of the type Bit.
e On afield of the type CRC here the StartByte is defined.
e ON fields of the types Nibble: 0 - bit no. 0-3; 4 - bit no. 4-7.

For the data types Byte, Word, Bitstring and CRC you can choose between decimal
and hexadecimal notation for display.

¢ Activated: the field is enabled for integration in a template: The value from the
allocated form field is applied when a template is created, i.e. the value is saved
in the template.

e Deactivated: the field is ignored when a template is created.

The template function cannot be activated for the fields of type Memo, Graphic, CRC
and StringPassword.

e Activated: it is not possible to save duplicate or multiple entries in the field.

Duplicates will be detected on writing.
e Deactivated: there is no unique restriction for the field.
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o Notes on the data type CRC

The CRC field forms a checksum using a configurable part of the key user data and the serial number.
The area of the user data included in the checksum is defined using the Startbyte and Length fields.

The field CRC can be placed with a freely selectable StartByte on the key in a flexible manner. For the
input of the StartByte the field BitNo is used.

Example:

B Datenbank-Designer

Fiel... On... | Fieldname Type StartB... | Length | BitMo  Dizpla... Uni... Templ...
1 Gueligbiz D atedzci 0 g F
2 ZugangHallel Bit 9 ] ]
3 ZugangHalle? Bit g 1 O
4 ZugangHalle3 Bit 9 2 F F
a Personalnurmmer Integer [32 Bit mit ... |10 4 ] ]
B Berechtigungzstufe Byte [0 .. 255] 14 1 Dez ]
7 VisuBerechtigung EitString 15 3 Dez Fl 1
g Wisull zerLevel Stiing 18 2 O
Benutzername String ] ]
»m (EYORC C— mmmum
|:| Auzgegebenan Sting Z
[ Auf ] [ Ab Einfiigen ] [ Loezchen ] [ (1] 4 ] [ Abbrechen ]

In the above example the checksum is formed using the key data from byte 0 to byte 44. The CRC field
is saved in the bytes no. 46 and 47.

= You can only define one field of type CRC per data base design.

= The field name is defined fixed as KEYCRC.

= Is the StartByte located within the controlled CRC range, an error message occurs.
= The checksum is only calculated when writing on the key.
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o Notes on the data type BitString

The BitString field contains a defined number of bytes. The field is used in conjunction with the
cxDBBitstring form component for defining bits. You can save comments on the bits in the Database
Designer.

To save comments on the BitString field in the Database Designer, place the cursor on a BitString field
and click the BitString editor button.

B8 Database Designer |'._||'E|r$__<|
Fiel... On... | Fieldname Type StartB... | Length | BitMo | Dizpla... | Uni.. | Templ.. #
1 [¥] |walidUnti D atedzci n a [

2 AcceszzBuildingl Bit 9 1 1 O
3 AccessBuilding? Bit 9 1 1 ]
4 AccezsBuilding3 Bit 9 1 2 ]
a JzerlD Integer [32 Bit mit ... |10 4 ] ]
B |Jzerlevel Buyte [0 .. 255] 14 1 Dez ] ] )

37 O [sutcos J— BitString T E T N R
g YisulserLevel String 18 2 ]

9 Uzert ame StringBlankFilled 20 25 FI

10 [ |DistibutedT o String B0 F 0 [
e

[ Up ] [ Do ]d BitString editurr\L)lnserl l [ Delete ] [ (] H Cancel l
e —
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The BitString editor opens. Enter the comments on the bits in the Description field:

BitString editor

Address

o
=

R ER OO O O OO
| S N U Y O T % T e B R VI Y O L R %

Description

ding].

Yisuz Buldingl, AreaB
Yisuz Buldingl, AreaC
Yisuz Buldingl, Areal
Yisuz Buildingl, Areak
Yisuz Buldingl, AreaF
Reserve

Reszerve

Yisuz Buildingz, Aread,
Wizuz Building2, AreabB
Yisuz Buldingz, ArealC
Yisuz Building2, Areal
Yizuz Bulding2, Areak
Yizuz BuldingZ2, AreaF
Reszerve

Rezerve

Yisuz Bulding3, Aread,
Yisuz Building3, Areab

ok I ’ Cancel

Accept your entries with OK. During data entry the comments added are displayed in a cxDBBitstring
form component related to the BitString field:

4128768

£

Yisuz Building3, Aread
Wisuz Building3, Areab
Yizus Bulding3, Areal
Yiguz Building3, Areal
YWisuz Building3, fweak
Yisuz Bulding3, AreaF
[ ] Reserve

[ ] Rezere

[ >
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3.9.1.2 Order of the bytes on the key

The data are saved on the key using the following scheme:

Blg Database Designer

S=1E

Fiel... On... Fieldname Type Start...  Length BitMao  Displ.. | Uni.. Tem...
1 F_ward Wiard [0 .. BRE35] [0 2 Dez ] ]
2 F_inteqer Inteqer [32 Bk ... |2 4 ] ]
3 F_foat Float B a ] ]
4 F_ztring String 14 a ] ]
5 KEYCRC CRC [byte 114/ |0 114 Hex ] ]
KEYID F_cro
F_word 203 F_float -0,123456729
F_integer 16909080 F_sting | hallo
Serial Humber: 00 D5 21 22 BE 0010 32
hex Text{ ASCH)
I-EFJ.HD-Q 03 0z Dl”SF 53 39 37 DD 94 EBF BF||I58 &l IEIEIEIEIEI_I:EI?‘;’é.;g|ha I
&C 6C &6F 20 20 2EI| 00 0o 00 0o 00 00 00 00 oo Qo llo goooooooog I
oo 0o 00 a0 00 00 00 00 00 00 00 00 oo o0 o0 0o OoooooO0oO00OoOoOoOooO
0o oo oo o0 00 00 00 00 00 00 00 0o 0o o0 o0 oo gooooooOoooooooog
oo oo oo oo oo o0 00 00 00 00 00 00 00 0o 0o o0 goooooOooooOoooooo
oo 0o 00 o0 00 00 00 00 00 OO0 00 00 oo o0 o0 oo oooooooooooooooo
oo 0o 00 a0 00 00 00 00 00 00 00 00 oo o0 o0 0o OoooooO0oO00OoOoOoOooO
0o oo oozz

The little endian format is used for the order of the bytes on the key:

o Word
Order on key
Example
Dec. value
-> hex. value
On key

. Integer
Order on key
Example
Dec. value
-> hex. value
On key
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2 bytes
Low byte - high byte

258
oifoz

oz |01
LE| HE

4 bytes
Low word - High word

1609060
oijoz[o3] o4

O4|03(0z|01
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. CRC

Order on key

Example

Dec. value
-> hex. value

On key

. Float

Example
Date
On key

Example
Time
On key

093336-07-10/16

Date and Time

DateAscii
Order on key

TimeAscii
Order on key

2 bytes
Low byte - high byte

12958
32| 9E

SE| 32
LE| HE

8 bytes
A floating number with eight bytes (64 bits) is divided into three fields:
111 52

Ele | £ |

The value v for the number is defined as follows:
If0<e <2041, v=-1s *2 (e-1023)* (1.f)
If e =0 and f<>0, v=(-1) s * 2 (-1022) * (0.f)

If e =0 and f=0, v=(-1) s * 0

If e =2047 and =0, v=(-1) s * Inf

If e =2047 and f<>0, vis a NaN value

8 bytes

A floating number in accordance with IEEE 754 with eight bytes (64
bits) is divided into three fields. The integer part corresponds to the
number of days since 30.12.1899. The fractional part defines the time.

8 bytes
YYYYMMDD

13 May 2005
[32 [30]30[35[30]3s |3 | 33|

8 bytes
HHMMss00

12:35:48
[31 [32]33[35 |34 ]38 30] 3o
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3.9.1.3 Inserting data fields

To insert data fields, click the Insert button in the Database Designer.

B Database Designer |'._||'E|[5__(|
Fiel... On.. | Fieldname Type StartB... | Length | BitMo | Displa... | Uni..  Templ..
E [#] |UserLevel Byte [0 .. 255) 14 1 Dez F Fl
7 VisuAccess BitString 15 3 Dez F
g YisullserLevel String 18 2 F
9 |Jzer ame StringBlankFilled 20 25 ]
10 [ |DistributedT o String a0 ] ]
1 [ |DistributedOn Date ] ]
12 [ | Distibutedsat Time Fl Fl
13 [ | Comment temo F F
14 [ |User Graphic Fl F
15 [1 |ProductionD epartment String a0 ]
» [N
[ Up ] [ Drown ( Inzert Delete ] [ ] 8 ] [ Cancel ]

Once you have entered the properties for the new data field and have selected the data type for the field,
click OK to apply the changes to the database locally. In the layout design mode you can now bind a

form field to the new data field (cf. "Properties of EKM database components").
To transfer your changes to the EKM senver, click Apply on the toolbar (cf. "Applying your work in the

EKM Designer").
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3.9.1.4 Deleting data fields

To delete data fields, mark the data field to be deleted in the Database Designer and click the Delete
button.

B Database Designer |'._||'E|[5__(|
Fiel... On.. | Fieldname Type StartB... | Length | BitMo | Displa... | Uni..  Templ..
E [#] |UserLevel Byte [0 .. 255) 14 1 Dez F Fl
7 VisuAccess BitString 15 3 Dez F
g YisullserLevel String 18 2 F
9 |Jzer ame StringBlankFilled 20 25 ]
10 [ |DistributedT o String a0 ] ]
1 [ |DistributedOn Date ] ]
12 [ | Distibutedsat Time Fl Fl
13 [ | Comment temo F F
14 [ |User Graphic Fl F
15 [1 |ProductionD epartment String a0 ]
2 u Pazsword
[ Up ] [ Drown Delete 9 I [ ] 8 ] [ Cancel ]

A warning is displayed first. If you want to delete the data field marked or the marked row in the
Database Designer, accept the warning with Yes. If the deleted data field was bound to form
components, these bindings will also be deleted. A message is displayed:

Information f'5_<|

i ) Controlz with invalid databaze allocation are marked in red.

The form fields with a red background must be re-assigned to a data field.

Your changes are initially applied locally.
To transfer the modified database design to the EKM server, you must click Apply on the toolbar (cf.
"Applying your work in the EKM Designer").

1. Note that on the deletion of a data field, all related data in the database will also be deleted!

=R
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3.9.1.5 Changing data fields

To change data fields, click the data field in the Database Designer and overwrite the property to be
changed or select a different property.

B8 Database Designer |'._||'E|r5__(|
Figlddo  Orn..  Fieldname Type StartB... | Length | BitMo | Displa.. Uni..  Templ.. #
2 AcceszBuilding Bit 9 1 0 F
3 AcceszBuldings Bit 9 1 1 F
4 AcceszBulding3 Bit 9 1 2 F

« FENC - L M N N N
12 [] |Distibutedst Time Fl F
11 [] | Distibutedn Date O] o
10 [] |DistibutedTa String 50 Fl F
16 [] |Passwaord StringPassword 20 Fl F
15 [1 |ProductionD epartment String a0 ]

14 [ |User Graphic ] O [

[ Up ] [ Drown Inzert ] [ Delete ] [ ] 8 H Cancel ]

If the modified data field was bound to form components, these bindings will be deleted. The following
message is displayed:

Information [‘5—<|

i ] Contralz with invalid databaze allocation are marked in red.

The form fields with a red background must be re-assigned to a data field.

Your changes are initially applied locally. To transfer the modified database design to the EKM senwer,
you must click Apply on the toolbar (cf. "Applying your work in the EKM Designer").
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l_ In some circumstances all database entries in the column modified will be deleted if changes are
made to the data fields: this situation will occur if

e The data type is changed

A change of the length of the string is not a change of the data type!
Is the string length reduced, the characters beyond the new length are cut.

If you activate the Unique property for a field and the column contains duplicate entries in the
database, you will receive a message on applying the design.

Error F§|

Server is reparting an error;
Infringement af the UNIQUE KEY restriction For column "Usertame",
The wvalue "PM_RMiller_Tom" is duplicated.

The activation of the Unique property will not be applied. Database entries will not be deleted.
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3.9.2 Designing the layout

K

Layouk

To design the layout for the key data form, in the design mode click the Layout button. The EKM
Designer and Alignment palette windows open. These windows are beside and above the EKM main
window and can be moved as required.

= PR R N TR

1 T =L —I* o e
M-Designe B EKM =13
Components U
File Edit Help
EKM Datahaze | EKM Standard x o
R? |B:| % " - Cancel  Apply
- Fey data Additional infarmation
Properties
[ D ataBinding [TcHD B T estE ditD ataBinding) Distributed on
Height 21 £ .
Hirnt Unigque identifier Distributed at I:l
Left a0

M ame edikeylD Distributed to |:|
ShowHint ~d
Uzer level U
Style (TcxEditStyle) SErlevE |:| sel

Tablrder 0 User IO I:l

[ Tag 0
Top 39 Building] Building? Building3 Camment
“wWidth 130 Arccess l:l I:‘ l:l

Tag Validuntl | v/

Storesz any extra data needed for your program.

2 [ & dn

Using the EKM Designer you can design and change the key data forms by:

Inserting form components in the key data form
Assigning properties to form components
Moving form components

Aligning form components

Deleting form components

../ Make sure that that you enable newly added form components for viewing and editing in the user
manager once you have completed your work in the Layout Designer (cf. "Assigning rights to a
group"). On leaving the design mode, do not forget to transfer your changes to the EKM server

using Apply (cf. "Applying your work in the EKM Designer").
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3.9.2.1 An overview of the EKM Designer

You can use the Layout Designer to create and design forms for viewing and changing key data. You
can design the layout of key data forms with the aid of three windows:

e EKM (the form window)
¢ EKM Designer
¢ Alignment palette

File Edit Help

X v

O NCOXC,

Cancel  Apply
K.ep data Additional information
Fey D Diztributed on L
Diztributed at 000000 -
Locked
Diztributed to
Idzer level Ilzer
zer 1D -

Buildingl BuildingZ Building3
fcocess [F] [FI F @

Yald untl = W

. . [%

Comment

gl |4 ekm

@ Edit menu with the commands:
Undo, Redo, Cut, Copy, Insert
The menu commands on the Edit menu relate to the last action in the layout design, or to marked

form components, or form components saved to the Clipboard.

Toolbar:

@ The layout design is quit using Apply and the current form saved temporarily and locally: the client
application continues to use the current form. After Apply is clicked, the program changes to the
first window in the design mode (cf. "Design mode"). The program continues to use the current
form. To transfer the form to the EKM server and finally sawve it, click the Apply button on the
toolbar again. Using Cancel you can return to the last form design saved.

Form area:
@ Area where the form components are inserted and viewed. If no forms have been created, the form

area is empty.
@ Marked form components:

In the form area you can mowve and position the components as required, the appearance of the
components and other properties such as the binding to a database can be changed in the EKM

Designer.

../ You can also change the size of the main window in the design mode.
[
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3.9.2.1.1 EKM Designer

EKM-Designer
Components

EKM Databaze | EEM Standard

y EmtarEe EE o

Properties L2k

D ataBinding [TcRDEBTextE dithataBinding]
Height 21
Hint
Left 95
MName edt alidU nti
ShowHint I

Style [T ceE ditStule]
T abOrder 4
Tag I}
Top 214
"wiidth 121

MName @

Returnz/zetz the name uzed in code to identify an
ohject.

@ Component bar:
Choose here the type of form component you want to insert on your form.

@ Component inspector:
Displays a list with all the properties for the component currently marked. To edit a property,
click the row for the property.

Status bar:
Displays the description for the property you are currently editing.

3.9.2.1.2 Alignment palette

Use the Alignment palette to align several form components in the form area.

Alignment palette
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3.9.2.2 Form components

Forms for viewing the key data can contain various form components.

K.ep data Additional infarmation
KeyID Distrbuted on | 05.01.2004  +
Distributed st~ [10:00:00 -
Locked

Distributed to Tam Miller

zer level 2 User
User D 234567 & k-
Buildingl Building? Building3 Camment
Aocess ] ;
b i Mew Yok,
Valid until 12.07 2005 o | | | 30 years cld
Wisw Acoess 4128763 v _
Froduction Department
Wizu User Level Level?: Operate » Production, Maintenance w
IJzer Hame P _Miller_Taom Pazzward e

The form components are divided into

e EKM database components: form fields containing data and that are bound to the key database and
display key-dependent data.

Components

EkM Databaze | EKM Standard

b @R Y E WD E S

e EKM standard components: form components without a data binding for fixed text, images, borders,
etc.

Components

EKM Databaze | EKM Standard

N O 2 [Al @

You will find the components on the component bar in the EKM Designer on the EKM Database and
EKM Standard tabs.
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EKM database components are::

Etm cxDBTextEdit Text field: is used for displaying and entering text of limited length.

cxDBSpinEdit Spin-edit field: displays integers. The number can be increased or
decreased using the arrow buttons.

K

?éﬂ cxDBTimeEdit Time-edit field: is used for displaying and for entering the time.
S cxDBDateEdit List box with calendar: is used for displaying and for entering the
22 date.
A cxDBCheckBox Check box: is used for activating and deactivating defined criteria.
3 cxDBMemo Memo field: is used for displaying and entering text of unlimited
=] length.
% cxDBImage Graphic field: can be bound to database fields of type Graphic.
Graphic formats: JPG, JPEG.
Eﬁ] cxDBPassword Password field: is used for the hidden entry of passwords and is
bound to database fields of type StringPassword.
a cxDBBitstring Bit entry window: is used for setting bits in a defined number of
bytes. The display type in the form field and in the database viewer
is a character string in hexadecimal or decimal notation.
e cxDB_ComboBox Pull-down menu: is used for the selection of a menu entry. With the
selected menu entry a deposited value is written to the database
= lected try a deposited value is written to the datab
and possibly to the key. The form field can be bound to database
fields of the type String.
cxDBExComboBox Pull-down menu: is used for the selection of a menu entry. With the

selected menu entry a deposited value is written to the database
and possibly to the key. The form field can be bound to database
fields of the types String, Nibble, Byte and Word. The displayed
value and the value of the data can be different.

EKM standard components are:

[-_—I cxGroupBox Group box: is used to visually combine several form fields in a
group; the group box features a label that can be assigned in the
component inspector. When a group box is moved, all allocated
elements are moved as one element.

r] Bewel 3D blank field: is used as a fixed structuring element.
cxLabel Label: is used for inserting labels.
cxlmage Image field: is used for inserting graphics; the following formats are

]

accepted: JPG, JPEG, BMP, ICO, EMF, WMF
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The list of properties for the currently marked component is displayed in the component inspector.

— Properties
El DataBinding [TexDEBT extE ditD ataBinding)
D1 ataField F.eylD
Height 21
Hint [Inique identifer
| Lett )
I ame edtk.eplD
ShowHink ~
Style [TexEditStule]
TabOrder 1]
Top 39
Width 130
Left
Returnz/zetz the distance between the intermal left
edge of an object and the left edoe of itz container.

In the component inspector you can access the properties for the form components and change the
properties. The component properties are displayed in alphabetical order.

All form components have general properties:

Design of the component (border, background color, font, shading, etc.)
Internal name for the component

Position on the form or within a group box

Size of the form component

Hint for a form component

Sequence number for navigation on the form using the Tab key

In addition to these properties, you can make other settings in the component inspector as a function of
the form component inserted:

For EKM database components, a data field must also be selected for the components using
DataBinding -> DataField to bind the component with the database field. When a database
component is inserted, there is initially no binding to a data field.

For the EKM database components cxDB_ComboBox and cxDBExComboBox, menu entries for
display on the pull-down menu can be entered using /tems. For the component cxDBExComboBox a
value in the format String, Byte or Word is saved for the menu entry. The menu entries are added after
binding to a data field.

Using the EKM standard components cxGroupBox and cxLabel you can enter the label text for the
components. By default the labels are cxGroupBox1, cxGroupBox2 or cxLabel1, cxLabel2.

With the EKM standard component cx/image you can also select an image file in one of the formats
JPG, JPEG, BMP, ICO, EMF, WMF. By default an image file is not selected.

../ Note that the properties are grouped in the component inspector. If you want to view a group of
properties, click the plus sign in front of the group; if you want to hide a sub-group, click the minus
sign in front of the group.
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3.9.2.2.1 General properties

All components have general properties. You can change these properties in the component inspector
by clicking a property field and entering the value required.

— Properties
D ataBinding [TecxDET extEditD ataBinding]
(3)—mwHeight 21
Hint Inique identifier -+——g)
@—Lett a0 ;
@—-I' M ame edtt.evlD
ShaowHint v -
ElStyle [TesEditStyle) -——(1)
BorderCaolar I /indowFrame
BorderShle ebzllkraFlat
Calar 1 'Window
EFont [TFant] =}
Charzet DEFAULT_CHARSET
Color I ' indowT ext
Height -11
E kS Sanz Serf
Pitzh fplrefault
Size g
ElShle 1 |
fsBold [
feltalic [
FeStrikeOut [
fellnderline [
Shadow [ -
TransparentBorder | v -}
TabOrder 0 -+——5)
= Top 39
= fidth 130

The following list contains all the general properties and the valid entries:

@ Internal component name

Name Description Valid values

Name Defines the internal form field All characters except special characters
name: such as 6, a etc. as well as the hyphen
pay attention to clear labeling: e.g. ("-"), forward slash ("/"), backward slash
PersonnelNumber or ("\") and space (" ").

cxDBTextEdit3_Name.
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@ Position of the component

Name
Left

Top

Description

Defines the position of the left
edge of the component in pixels,
starting from the left edge of the
form or the group box.

Defines the position of the top
edge of the component in pixels,
starting from the top edge of the
form or the group box.

@ Size of the component

Name
Height

Width

Description
Defines the height of the
component in pixels

Defines the width of the
component in pixels

Valid values
Integer

Integer

Valid values
Integer

Integer

The height can only be entered directly in the Height field for the form components cxDBMemo,

cxDBImage, cxGroupBox, Bewel, Image. The height of the other components is automatically
adjusted to the font size set (Style -> Font -> Size).

@ Design of the component: Style

Name
Style

BorderColor

BorderStyle

Color

093336-07-10/16

Description

Color of the component border

Style for the component border: e.
g. flat, 3D etc.

Component background color

Valid values

Select a color from the pull-down menu

Select a style from the pull-down menu

Select a color from the pull-down menu
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@ Design of the component: Font

Name
Font

Charset

Color

Height

Name
Pitch

Size

Description
Font for the component content

Character set that is used as the
basis for the component content.

Font color

Scaling value for the font size
referred to the screen resolution

Font
Adjusts the character spacing

Font size

@ Design of the component: Font > Style

Name
Style
fsBold
fsltalic
fsStrikeOut

fsUnderline

Description

Bold font

Italic font
Struck-through font

Underlined font

@ Design of the component

Name
Shadow

Transparent
Border

Page 72/130

Description
Shadow: places a shadow behind
the component

Transparent border

Subject to technical modification

Valid values

In the Font field you can open a dialog box
where you can access the fonts installed
in the operating system. The font, its size
and color, etc. can be selected in the
dialog box.

Select a character set from the pull-down
menu

Select a color from the pull-down menu

Integer

Select a font from the pull-down menu

Select a font size from the pull-down menu

Valid values

Activated / deactivated
Activated / deactivated
Activated / deactivated

Activated / deactivated

Valid values
Activated / deactivated

Activated / deactivated
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@ Navigation using the Tab key

Name Description Valid values
TabOrder Defines the order in which the Integer
cursor moves between the
components when the Tab key is
used for navigation

@ Hint for component

Name Description Valid values

Hint Hint that appears when you move  All characters except special characters
over the component with a key
inserted

ShowHint Defines whether the hint is shown  Activated / deactivated

3.9.2.2.2 Properties of EKM database components

EKM database components have general properties as well as an allocation to a database field:

— Properties
EDataBinding (1) |(TcxDBETesEdiD ataBinding]
| DataField alidU it
Height DigtributedT o
Hint KEYID
o LOCKED
& HE
Mame zerlD
ShowHint Idzerlevel
Shile W alidl ratil

@ Data used for field content

Name Description Valid values
DataBinding Indicates the type of component
DataField Indicates the data field that is Select a database field from the pull-down

used to provide the data for the menu
form component
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1. The selected form component must match the data type of the database field allocated (cf.
"Properties of the data fields"). Valid bindings between form components and data types for an

allocated database field are:

SE cxDBTextEdit

IB_%I cxDBSpinEdit
o cxDBTimeEdit
@ﬂ
Sk cxDBDateEdit
22
= cxDBCheckBox
J cxDBMemo
=]
% cxDBImage
cxDBPassword
cxDBBitstring

cxDB_ComboBox

cxDBExComboBox

FE R

Page 74/130

Text field: can be bound to database fields of type
String (String, StringBlank Filled ) and number
(Smallint, Shortint, Byte Word, Integer, Float), the
KEYCRC field or the hard programmed KEYID
field.

Spin-edit field: can only be bound to database
fields of type number.

Time-edit field: can only be bound to database
fields of type Time and TimeAscii

List box with calendar: can only be bound to
database fields of type Date and DateAscii.

Check box: can be bound to database fields of type
Bit and the hard programmed LOCKED field.

Memo field: can be bound to database fields of
type Memo.

Graphic field: can be bound to database fields of
type Graphic. Graphic formats: JPG, JPEG.

Password field: can only be bound to database
fields of type StringPassword.

Bit entry window: can only be bound to database
fields of type BitString.

Pull-down menu: can only be bound to database
fields of type String.

Pull-down menu with saved values: can be bound to
database fields of type String, Byte and Word. The
database field selection is based on the values that
are to be sawed for the entries visible on the menu:
example: menu entry: Lewvel1 - value saved: 001 =>
Field with data type String
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Menu items can be saved for the combo boxes cxDB_ComboBox and cxDBExComboBox using ltems:

Click the button in the /tems field after you have bound the combo box to a data field.

EKM-Designer
Components

EkM Databaze | EKM Standard
b @nCa P Y () W

Properties

D ataBinding [TcxDE TextE ditD ataBinding) »
Height 21

Hirnt

[temns [T Strings]

Left 95

Mame edtvisullserlevel
ShowHint [
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A field-specific string list editor opens:

String list editor: cxDB_ComboBox

String List Editor,

[tems

Logistic Infarmation Department
Praduction Scheduling

Praduction, Operator
Production, baintenance
Cuality Azzurance
Technical Azsurance

Add

Delete

Ok

Cancel

Using the Add button you can add new entries that are to be displayed on the pull-down menu.

To delete entries, click the row to be deleted and click the Delete button.
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String list editor: cxDBExComboBox

String List Editor,

Descipion  [vale |

Lewell: Show 1 ’ Add ]

Level?: Operate 2

Lewel3wiite 3 ’ Delete ]
o]
’ Cancel ]

Add a new row per menu item using the Add button. In Description enter the text that is to be
displayed as the menu entry on the pull-down menu. In Value enter the value that is to be saved on
the selection of the related menu item. Ensure that the data entered under Value match the related
database field.

To delete entries, click the row to be deleted and click the Delete button.
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3.9.2.2.3 Properties of EKM standard components

EKM standard components feature some of the basic properties and component-specific properties:

e cxGroupBox

— Properties
Alignment
Caption alLeftCenter
Col alLeftTop
anDtr alFRightB ottom
: alRightCenter
Height alRight T op
Hint alT opCenter
Left alT oplLeft
I ame gbk.eylData

D Label

Name Description Valid values
Caption Text that is used to label the group All characters including the special characters
box

Alignment Indicates how the label is aligned on  Select an alignment from the pull-down menu
the group box

To insert components in a group box, the group box must first be inserted in the form, then form
components can be positioned directly in the group box. Howewer, you can also insert the components
in the group box using Cut and Insert. If you move a group box, the form components contained in the
group box are also moved.

e cxLabel
Properties
| Caphian (:D ke D
Height 17
Hint IInique identifier
D Label
Name Description Valid values
Caption  Text used for the label All characters including the special characters
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e Bewl
— Properties
Height A0
Hint
Left 162
Mame . Bevell
| Shape L,'_I,J
ShaowHint bzB ottamLine
Styl
T . beFrame
op bsLeftLine
Width bsRightLine
hz5 pacer
bzT opline
@ Profil
Name Description Valid values
Shape Assigns a profile to an empty field Select a profile from the pull-down menu
e cxlmage
— Properties
Height B3
Hint
Laft 10
M arne . crlmagek.ey
[ PFictue (1) [TEitrnap] _1:%
Style [TexEditStule]

B cximage1.Picture

= H B B ¥

2

Ok l [ Cancel
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@ Image source
Name Description
Picture  The picture wizard is displayed. The picture wizard is used to insert and remove images
from the cxImage component:

You can perform the following operations in the picture wizard:

., = Click Open to open an image file and to insert it in the image field. You can insert image files
& | with the following formats: JPG, JPEG, BMP, ICO, EMF, WMF.

Using Save, you can save an image that you have opened in the picture wizard.

_ Using Copy, you can copy an image that you have opened in the picture wizard to the
Clipboard.

Using Insert you can insert an image from the Clipboard in the image field.

Using Remove you can remove an opened image from the picture wizard. The image is then
also remowved from the image field.

o,
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3.9.2.3 Inserting form components

To insert form components, click the required component on the component bar. Then click the form in
the position where you want to insert the form component.

EEM-Designer
Components

File Edit Help

X v

Cancel  Apply

K.ep data
KeplD |

Locked

Walid until s m v

The form component is inserted in the form with default properties. Change the properties of the new
form component in the component inspector. You can also mowe the form component again if required.
The component that was last inserted is at the front.

To insert components in a group box, the group box must first be inserted in the form, then form
components can be positioned directly in the group box. However, you can also insert the components
in the group box using Cut and Insert.

y. Make sure that that you enable newly added form components for viewing and editing in the user
" manager once you have completed your work in the Layout Designer (cf. "Rights available").
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.. [fyou bind an EKM database component to an invalid database field, you will receive a message:

Warning §|

Invalid allacation "edsvalidUnkil, DataFisld"
u Allocation will be deleted

il

An invalid binding to a database field occurs if the data type for the selected database field does
not match the form field. The invalid database binding is deleted.

3.9.2.4 Selecting form components
You can see which form component is selected using the black anchor points. There are several ways
you can select a component or several components:

¢ Click the component using the mouse. If you keep the Shift key pressed, you can select several
components.

Kep data

SN S —
Locked %=

' alid Lt E : .

N . b

e Keep the Ctrl key pressed and, using the left mouse button, drag an area around the form
components you want to mark. Release the mouse button, all components in the area are marked.

Locked

Walid until "

If you want to remove a component from the selection, click the component with the Shift key pressed.
To clear a selection, click an empty part of the form area.
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3.9.2.5 Changing form components

When form components are inserted, the components have the default properties. You can change the
position and the size of the component using the mouse pointer and keyboard commands. All the
properties of a component can be changed in the component inspector:

e Select a component by clicking it. All the properties of the selected component are displayed in the
component inspector.

¢ Change a property by clicking the property field. When the field is clicked it is opened for editing, i.e.
it is possible to write to the field.

e Enter the required values in this field.

K.ey data EKM-Designer
Key D Components

EKM Databaze | EEM Standard

Locked l% P_%'ﬁ '

Llzer level |:| Properties
D ataBinding [TexDEBTextE ditD ataBir A
Buildingl Building? Building3 E;r;:
ACCess ] ] F] -
"alid until : wn ShowHint .
- Style (TexEditStyle)
Wiz Access | w | Iab':'”je’ i
. Name
stz e | b | Returnzdzets the name uzed in code o identify an
ohject.
Ilzer Mame | |

If you enter invalid values for properties, the changes are not applied (cf. "General properties"” ff.). A
message is displayed:

Error, [5_(|

6 "edtyalid nkil" is not a walid component name
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y. [fyou bind an EKM database component to an invalid database field, you will receive the
~ message:

Warning §|

il

Invalid allacation "edsvalidUnkil, DataFisld"
u Allocation will be deleted

An invalid binding to a database field occurs if the data type for the selected database field does
not match the form field. The invalid database binding is deleted.

3.9.2.6 Cutting form components

Select one or several form components:

¢ On the Edit menu click the Cut command
e Or pressing Ctrl + X

The selection is now on the Clipboard and can be inserted in a different position.

3.9.2.7 Copying form components

Select one or seweral form components:

¢ On the Edit menu click the Copy command
e Orpress Ctrl + C

The copy is now on the Clipboard and can be inserted.

3.9.2.8 Inserting a form component

You can insert form components you cut or copied to the Clipboard by:

¢ Clicking the Insert command on the Edit menu
e Or pressing Ctrl + V

You will see the new component on the form.

../ Oninsertion the internal component name is changed if a component with the same name already
exists on the form.
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3.9.2.9 Removing form components

Select one or several form components and press the Delete key.

3.9.2.10 Moving form components

To mowve a component, proceed as follows:

e Select a component.

¢ Drag the component over the form with the mouse button pressed. You will be to see the new position
of the selected component using the black border. The co-ordinates for the new position are also
displayed in the hint (yellow field underneath the mouse pointer).

¢ Release the mouse button when you have reached the desired position.

You can also move one or several marked form components using keyboard commands:

e Select one or several form components
o Press the Ctrl + arrow keys to move the component up, down, to the right or to the left.

../ Ifyou move a group box, the form components contained in the group box are also mowved.
™

3.9.2.11 Aligning form components

Select form components and click an alignment tool on the Alignment palette.

-

T I T 1
i) Eak= I R Y o e R

-l

Additional ikarmation

Digtributed ar it
Digtributed at e —
Digtributed tao s . ]

The following alignment tools are available:

_l_l Aligns the left edges of the form components with the component marked first
*4| Aligns the vertical center line of the form components with the component marked first

'=|‘—” Centers the form components horizontally in the form area or in a group box
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Evenly spaces the form components horizontally

—1|  Aligns the left edges of the form components with the component marked first

i Aligns the top edges of the form components with the component marked first

+ 4 Aligns the horizontal center line of the form components with the component marked first
IJ.IJ Centers the form components vertically in the form area or in a group box

= Evenly spaces the form components vertically

Aligns the bottom edges of the form components with the component marked first

3.9.2.12 Increasing and reducing the size of form components

You can increase or reduce the size of one or several marked form components using keyboard
commands:

e Select one or several form components.
e Press Shift + arrow keys to change the size of the component.

../ The height can only be set for the form components cxDBMemo, cxDBImage, cxGroupBox, Bewel,

. Image. The height of the other components is automatically adjusted to the font size set (Style ->
Font -> Size).

3.9.2.13 Undoing actions on the form design

You can undo the last action in the Layout Designer by

¢ Clicking the Undo command on the Edit menu
e Or pressing Ctrl + Z

3.9.2.14 Redoing actions on the form design

You can repeat the last actions made in the Layout Designer by clicking the Redo command on the
Edit menu.
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3.9.3 Applying your work in the EKM Designer

v

Apply

Once you hawe finished designing the database or a form for the key data, click the Apply button on the
toolbar. EKM changes automatically from the design mode to the read and write mode. You can
transfer the form and database design to the EKM server and save them using Apply.

If you have changed the form, you must assign the corresponding user rights to the newly added form
components. Otherwise it will not be possible to edit the form components and the components will
also not be shown. For this reason, when you apply a modified form the following message is displayed:

Information P§|

the related wzer rights muzt be aszigned

\i’) To be able to zee new ar un-named contrals,
firzt,

If you have changed the database design, the data in the database may be deleted in certain
circumstances (cf. "Changing data fields" ). For this reason when you apply a modified database
design, the following message is displayed:

Warning P§|

W arning:
! On the application of the new table structure, the
exizting key data for changed/deleted data fields will be lost.

Apply changes?

e ] [ Mo

If you activate the Unique property for a field and the column contains duplicate entries in the database,
you will receive a message on applying the design.

Error P§|

Server is reparting an error:
Infringement af the UMIQUE KEY reskriction For column "Usertame",
The walue "PrM_Miller_Tom" is duplicated.

The activation of the Unique property will not be applied. Database entries will not be deleted.
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3.9.4 Cancelling your work in the EKM Designer

X

Cancel

If you want to cancel your work on the database or on a form, click the Cancel button on the toolbar.

y. Your changes will not be saved and will also not be transferred to the EKM server. For this reason,
~*~ when you use Cancel the following wamning is displayed:

Warning §|

Al changes will be lost.
Cortinue?

LR

[ e l [ Mo

Accept using Yes if you want to cancel your work in the design mode. EKM automatically changes
from the design mode to the read and write mode and loads the last form that was applied.
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3.10 Userrights
|ﬁ User |

To manage users, groups and rights, on the Tools menu click the User command. The User manager
window opens.

B User manager

5 View Groups: Users:

S Administratoren o admin
{7 Rights Z& Demo aa ekm
@ User Za Worker aa Miller
@ A3 Poter
g st @ a Smith
Add
a Uszer
Add

Cloze

In the User manager window you can:

View groups, rights available and users

Edit, add, remove and copy groups

Allocate rights to the groups, or remowe rights from the groups
Edit, add and remowe users

Allocate users to the groups, or remowve users from the groups
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By default the Administrators group has the following rights and users:

Group Administrators 2  Rights:
Button_Database Edit
Button_Database Visible
Button_Designer
Button_Import
Button_ImportLog
Button_TemplateList
Button_TemplateRead
Button_TemplateWrite
Button_Undo
Button_UserManager
Button_WriteKey

=  Users: ekm

../ After installation change the user name and the password for the default administrator ekm. Add
¥ new users and new groups as necessary. Add the available rights to the related groups (cf.

'Rights available").

During this process ensure that a user group has the right to access the user manager (=
Button_UserManager) and note the related user names and passwords to ensure that it is
possible to change the access rights and user data.

-
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3.10.1 Managing groups

All groups already added are displayed in the user manager in the left window under Groups. To display
all the rights held by a group, choose Rights on the Viewtab. All rights assigned to a group are listed
underneath the group name. To display the rights held by a group, click the plus sign in front of the
group name. To hide the rights held by a group, click the minus sign in front of the group name. All the
rights available can be seen in the window on the right.

—
=l View araups:

=l & dminiztrataren -
= Buttar_Databaze_Edit

= Button_D atabasze_Wizible
Button_Desigrer
Buttorn_Undo

Buttan_ zertd anager
Buttor_wiritel. ey
chbéccezzBuldingl_Edit
chécoezsBuldingl _Misible
chécceszBulding3_Edit
chécoezzBulding3_Viszible

I

I T VA VT

To display all the users in a group, choose User on the Viewtab. All users belonging to a group are
listed underneath the group name. To display the users in a group, click the plus sign in front of the
group name. To hide the users in a group, click the minus sign in front of the group name. All the users
added can be seen in the window on the right.

el View Users:
_ 2 admin
() Rights E:> Ah ekm
{ i A Miller
aa Poter
2 Smith
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3.10.1.1 Adding groups

To add a group to the existing groups, click Add on the Group tab on the menu bar on the left.

Femove

Copy

The Edit group window opens.

Edit group r5_<|

Group hame: | | 0K
D escription; | | Cancel

Enter the group name and also a description of the group as necessary.

3.10.1.2 Editing groups

To edit a group, select a group in the window on the left under Groups by clicking it. Click Edit on the
Group tab on the menu bar on the left.

Groups: @ Group
2 Administratoren

G5 Wworker orara Bl
Femove
Copy

The Edit group window opens.

Edit group r5_<|

Group hamne: | | Ok
Drescription: |.-‘-‘-.cu:ess to Builditg 1 | Cancel

You can change the name and the description of the group. Accept your changes by clicking the OK
button.

y. If you change the name of a group, the existing allocations of rights and users to the group will be
" deleted. You must again assign rights and users to the group.
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3.10.1.3 Removing groups

To remowve a group, first select the User view. Now mark the related group by clicking the group. Click
Remove on the Group tab on the menu bar on the left.

Groups:

=G Administratoren
4 admin
a ekm
- EE

l::> Edi

&dd

oy

-\?ﬁ Group

A window opens where you can accept your selection using Yes if you want to delete the group.

Acknowledgement

\::) Do pou want bo remove the 'Demo' group?
-

X

[ Yes

093336-07-10/16
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3.10.1.4 Copying a group

When a group is copied, all the rights assigned and, optionally, all the users assigned to the original
group are copied. To copy a group, select the related group by clicking the group. Click Copy on the
Group tab on the menu bar on the left.

Groupsz:
ab Administrataren
= 2 5 >
2 Smith

A Miller

J5 Worker

The Edit group window opens.

ﬁ Group
E dit
Add
Remove
E3

Edit group

Group name: | | 1] 4
D escription; | | Cancel

Assign a new group name and accept your entries using OK. In the next window you can define
whether you want to copy to the group all users assigned to the existing group.

Acknowledgement [‘5_(|

5 ]

Do o wank to copy all users in the "Demo” group to the new "Guests" group?

Accept the copying of the user allocations using Yes or reject the copying of the user allocations using
No. The group is inserted with all rights and, as required, users and added using the new group name.

A Miller
A& Smith
=g Guests
A Miller
A& Smith

S8 WWorker
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3.10.2 Managing rights

To display all the rights available, choose Rights on the Viewtab. All rights available are displayed in
the window on the right under Rights available.

=L Yiew Rights available:

Buttan_Databaze_Edit .
Button_Databaze Wizible
Buttan_Designer

Buttorn_llndo

Buttan_zerbdanager

Biuttan_writekey
chdcoezsBulding]_Edit
chécceszBuldingl_Misible
chécceszBuldingd_Edit

I VI T T VA |

3.10.2.1 Rights available

In the EKM the following rights can be assigned in the user manager to the groups added:
Button_Database_Edit Permits changes to database data in the database viewer

Button_Database_Visible = Permits access to the database viewer

| EA Database |

Button_Designer Permits access to the Database Designer and Layout Designer with
all design features

[k Design mode |

Button_Import Permits the import of key data in CSV format
| Import,.. |
Button_ImportLog Permits access to the log file for the last import

| Show impart log |

Button_TemplateList Permits the selection of a template

|Q Template list |

Button_TemplateRead Permits the use of a template on a key read
||1_', Template |
Button_TemplateWrite Permits the creation of a template

|““"’ Mew template |

Button_UserManager Permits access to the user manager with all features for making
changes
|m ser | g
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Button_Undo Permits changes to key data to be discarded

(% Discard

Button_WriteKey Permits writing to keys

In addition to these rights, each form component must be enabled so that it is shown and can be
edited:

¢ Once you have added form components in the design mode, the right Component_Name_Visible can
be assigned for each component in the user manager. With this right user groups can see the from
components added in the main window.

e For EKM database components it is also possible to assign the right Component_Name_Edit. With
this right user groups can change the data read from the key in the form component.

3.10.2.2 Assigning rights to a group

Select a group by clicking the group in the window on the left.

@ Click the double arrow pointing to the left to assign all rights available to the selected group

@ To assign a single right to the selected group, select a right by clicking it in the window on the
right. Then click the single arrow pointing to the left or press Ctrl + A.

Groups: Rights available:

Button_Databaze_E dit .
Button_Databaze_Wisible
Button_Dezigner

Buttorn_llndo

Buttan_zerbd anager
Buttan_writekey
chécceszBulding_E dit
chéccezzBuldingl_Visible
chéccessBuldingd_Edit
chicoessBulding3_Visible
chlBuildingZ_Edit

chlBuilding2_izible
chlLocked_Vizible

celmagekley Wisible

edtComment_E dit
edtComment_*izible
ediDistrbuted0n_Edit
edtDiztibutedOn_Yisible
edtDiztributedTo_Edit W

+-Zas Adminiztratoren

= Bl .
Caladt .Ia
= Button_Databaze_Edit

= Button_Databaze_isible
e Warker

I O VA A O VA A T
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3.10.2.3 Removing rights from a group

Select a right from a group by clicking a right in the Groups window on the left. Click the arrow that
points to the right towards the Rights available window or press Ctrl + R.

Groups:

= Jas Demo

= Button_Databaze Edit
Buttor_Database_Vizible
Buttan_Designer
Buttan_ndo
Buttan_zerbd anager
Bruttan_writekey
chécceszsBuldingl_Edit
chdcoezsBuldingl_Misible
chdcoezsBulding3_Edit
chdcceszBuldingd_Wisible
chlBuildingZ_E dit
chlBuilding2_\izible
chLocked_Visible
calmageley Wizible
edtComment_E dit
edtCormment_Yizible
edtDiztributedOn_E dit
edtDiztibutedn_Yizible

I O VA A A VA VA A

Rights awvailable:

Buttor_Databaze_Edit
Button_Database “izible
Button_Designer
Buttan_Unda
Buttan_zertd anager
Buttor_writel. ey
chéocezzBuldingl_Edit
chéccezsBuldingl _Vizsible
chéccezsBulding3_Edit
chéccezsBulding3_Yisible
chiBuilding2_E dit
chlBuilding2_izible
chlLocked Vizible
cHlmaget.ey_Wisible
edtComment_E dit
edtComment_*izible
edtDistnbuteddn_Edit
edtDistributed]n_‘izible
edtDiztributedT o_E dit

I VA O VA T

A window opens where you can accept your selection using Yes if you want to remowve the right from

the group.

.

&

Do pou want to remove the "celmagek.ey_MWisible" right from the "'Demo’ group’?

x|

Yes

) [

3.10.3 Managing users

To display all the users already added, choose Users on the Viewtab. All users already added are
displayed in the window on the right under Users.

>

093336-07-10/16
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3.10.3.1 Adding users

To add a new user, click Add on the User tab on the menu bar on the left.

LIelEre

The Edit user window opens.

Edit user |
Izername: | (] 4

Full narme: Cancel
Paszword:

Werfy password:

I

KewlD 00D 45F 3365001032 Detect key

Log on with paszword
[ ] Log on with key

Access caunt; 0
Created date:; 26.05. 2006

Last access:

Complete all fields and accept your entries by clicking the OK button.
You can enable the user profile for two different types of logon:

a) Log on with password:
On logon, the user enters his/her user name and password using the keyboard.

b) Log on with key:
On logon the user inserts his/her key in the EKS Electronic-Key adapter.

To activate log on with key, insert the key for the user you are editing in the EKS Electronic-Key
adapter. Read the KEYID by clicking the Detect key button.

Activate the Log on with key check box.
When you save the new user data using OK, the KEYID read will be saved in the user's profile.

If both logon types - log on with password and log on with key - are deactivated, the user profile is
inactive.
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3.10.3.2 Editing users

To edit a user, select a user in the window on the right under Users by clicking it. Click Edit on the User
tab on the menu bar on the left.

|Jzers:

User

)

i [
Paoter Add ™
Smith

Delete

[ ] 4] < < <
=

The Edit user window opens.

X

IJzername: | Poter
Full narme: | Schneider

Cancel
Paszword:

HHHREHRMEK

Werify pasaword;

HHRKEHRHNER |

In

KewlD | Detect key
Log on with paszword
[ ] Log on with key

Arcess count: 4

Created date: 06.11.2003

Last access: 16.01.2004

Enter your changes and accept them by clicking the OK button.

To activate log on with key, insert the key for the user you are editing in the EKS Electronic-Key
adapter. Read the KEYID by clicking the Detect key button.

Activate the Log on with key check box. When you save the new user data using OK, the KEYID read
will be saved in the user's profile.

If both logon types - log on with password and log on with key - are deactivated, the user profile is
inactive.

../ Ifthe user name is changed, all existing allocations to groups will be deleted. The user must be
allocated to a user group again.
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3.10.3.3 Deleting users

To delete a user, select a user by clicking the user. Click Delete on the User tab on the menu bar on
the left.

dzers:

& ckm Edi
a CIE l::>
Fater Add
Smith

A window opens where you can accept your selection using Yes if you want to delete the user.

X

Acknowledgement

2

Do you want delete the “Miller' uger?

—
a1}
)
=
[m]

3.10.3.4 Adding users to a group

Select a group by clicking the group in the window on the left. Then select a user by clicking a user in
the window on the right. Click the arrow that points to the left towards the Groups window or press
Ctrl + A.

Groups Idzers:

=& Administrataren A admin

A admin A ekm

S ekm S Miller
=-&& Demo A Poter

2 Smith 2. Smith
=S8 Worker

A Pater
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3.10.3.5 Removing users from a group

Select a user from a group by clicking a user in the Groups window on the left. Click the arrow that
points to the right towards the Users window or press Ctrl + R.

Groups:

=i Administratoren
= ;

2 Srith
=G worker
= =

[ ]

aa Poter

A window opens where you can accept your selection using Yes if you want to remowve the user from
the group.

Acknowledgement [5_<|

LW Do wou want ta remove the "Miller' uzer from the “waorker' group?
\“__-

Yes ] [ Mo
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3.10.4 Loggin on and logging off users

|P Logon

To logon a different user without quitting the program, on the File menu click the Logon command. In
the Logon window enter the name and the password for the user who wants to logon.

Izer

< | |
{99’:_ —+  Paszzword

- |
Y'ou can alzo logon uzing a walid key

Actual key doss not authonze wou ta lagar

| ok | | cance |

Accept your entries with OK. The program will be re-started and the user settings loaded. If logon using
key has been activated in your user profile, you can logon by inserting your key in the EKS Electronic-
Key adapter. If your user data are incorrect, you will receive a message:

Information E'
. L Failed.
\v T?EE;;&?A?'
[ Yes l [ Cancel ]

On the second incorrect logon attempt, the program will close automatically.

If you want to logoff, click the Logoff command on the File menu.

| Logoff |

Accept the logoff process.

Acknowledgement rzl

€ Are you sure you wank ko |ogoff?
\_ﬁ

The user rights are reset when you logoff. The Logon window opens.
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3.10.5 Changing password

If you want to change your password, on the File menu click Change password. In the Password
change window enter your old password and the new password; accept your entries with OK.

Password change

0ld passwiord
Mew pazzward

Confirm pazsward

Ok l ’ Cancel

3.11 EKS interface

The EKS Electronic-Key adapter is connected to the computer over a serial port. You can select a port
for the device in the program. Select a COM port on the status bar in the main window:

If the selected port is not available or is use by another device, an error message is displayed. In this
case select a different COM port.

3.12 Server connection

You can change the connection parameters to the EKM server by:

¢ Deleting the file ekm.INI in the program folder. The Connection parameters EKM-Server window
appears the next time the program is started (cf. "Installation"). Enter the new connection
parameters.

¢ Opening the file ekm.INI and entering the new connection parameters under Server Address and
Server Port

3.13 Uninstalling

You can open the uninstall routine Uninstall EKM using the Windows Start menu.
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EKM server

Part
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4 EKM server

4.1 Installation

You can use the EKM sener as a senvice or as an application. The installation and removal of the server
vary depending on how the senver is used.

4.1.1 Installation as an application

To install the EKM server, add a new folder for the server and copy the file EKMServer.exe to the
program folder.

(=1t
File Edit Wiew Favorites Tools  Help l';'

@Eack v \_/I lﬁ K_MJ Search i Folders = x n -.-

address |E| Y Program Files\EKM v| Go

Mame Size  Twpe Date Modified
E.EKMSewer.exe 1.165 KB  Application 27.06.2005 01112

4

Start the application by double-clicking the file EKMServer.exe. The EKM server starts automatically.
You will see the EKM server icon in the notification area.

Yo @ 28.10.2003

Check the configuration of the EKM server in the server configuration wizard (cf. "Configuration of the
server" ).
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4.1.2 Installation as service

To install the EKM server, add a new folder for the server and copy the file EKMServer.exe to the
program folder.

(=13
File Edit ‘Wiew Favorites Tools  Help 'l*r

eﬁack A \_/] lﬁ j.jxlﬁearch (i Folders = |5 x n .,

Address ||E| C:\Program Files\EKM v| a7

Mame Size | Twpe Date Modified
E.EKMServer.exe 1.165 KB  Application 27.06.2005 01:12

4

Install the senice using the following command:
absolute path \EKMServer.exe /install

On successful installation the following message is displayed:

X

i J Service installed successfully

Information

You will find the EKM server as a senice in the operating system in Senices. The senice starts
automatically when the computer is re-started. You will see the EKM server icon in the notification area.

= -y
‘-‘

Yo @ 28.10.2003

Check the configuration of the EKM server in the server configuration wizard (cf. "Configuration of the
server").

y. The EKM server icon in the notification area is not visible in all operating systems. Please use
" in this case in the Windows start menu the program call EKM Admin (cf. “EKM Admin®) for the
configuration of the EKM server.
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4.1.3 EKM files

All files created from EKM are stored in the EKM installation path.

When EKM is installed on Windows 7, Windows Server 2008 or Windows Server 2008 R2 and
the installation path is ‘C:\Program Files\<EKM>', the operation system redirects user specific
files to the VirtualStore. The VirtualStore is located under:
'C:\Users\<User>\AppData\Local\VirtualStore\Program Files\<EKM>".

L
)

4.2 Starting the EKM server

Start the EKM sener:

¢ In your operating system in Senices. The EKM sener is listed as a senice with the name EKM-
Senver.

¢ In the server configuration wizard (cf. "The server configuration wizard"). Click the Start Server button.

& EKM Server NOT Active

— Server Configuration

IP &ddress Autormatic Port ;| 9222

i [f you have more than one network, card vou can
: configure the EKMMServer zocket to bind to any
network, card IP address.

Atostart Service-GUI

— Database Connection
C:A\ProgrammehEKRADEY

— Electronic-K.ey-Type

{(#) Read/white (") Bead-Only
—_ B

The server can be run as an EXE or installed a3 a MTService Gtart Server |
-+ Toinstall az a service: EEMServer exe Anstall (_GD
> Toremove the service: EKMServer exe Auninstall

| the control panel, under services vou can start and

ztop the service

S8 Properties |§E Log-Properties B Logger B K.ep-Logger TR Users A= Export

Server stopped at 22 03,2006 16:53:40 0 connected users
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4.3 Stopping the EKM server

Stop the senice for the EKM server:

¢ In Senices in the operating system.
¢ In the senver configuration wizard (cf. "The server configuration wizard" ). Click the Stop Server button.

~& FKM Server serving on Port 9222

— Server Configuration

IP Address Fuart :

[f you have more than one network, card pou can
configure the EKMMServer zocket to bind to any
network, card [P address.

— Database Connection
C:A\ProgrammehEKRADEY

— Electronic-K.ey-Type

B
The zerver can be un az an EXE or installed as a HTService Stop Server D
-»Toinztall as a service: EKMServer.exe Anstall. =
-»Toremove the service: EKMServer exe funinstall
I the control panel, under zervices you can start and
ztop the service

S8 Properties |§E Log-Properties # Logger # KeyLogger C® Lsers % Export

Server started at 22032006 172749 Build 1.2.4.0 0 connected users

If EKM users are connected to the EKM sener, the following messages are displayed. Accept the
messages with Yes if you want to stop the EKM server senvice:

Confirm ['5_(|

9P There are connected users,
L ShutDown Server?

€ Cannotb exit when there are active connections, Kill connections?
L
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When you exit the EKM senver, a warning is displayed to the users:
Acknowledgement r5_<|

&

The connection ko the server has been lost,

[ Cancel H Redo

4.4 Uninstalling

You can use the EKM sener as a senice or as an application. The installation and removal of the server
vary depending on how the EKM senver is used.

4.4.1 Uninstalling the EKM server as application

If you installed the EKM server as an application and started the server, you only need to quit the
application to uninstall the EKM server. Click the EKM server icon in the notification area using the right
mouse button.

"o @ 28.10.2003

The EKM server context menu opens. Click the Close command.

Close

E Properties |

The EKM server icon disappears from the notification area. If you no longer want to use the EKM seneer,
you can delete the program folder containing the file EKMServer.exe.

4.4.2 Uninstalling the EKM server as service
To uninstall the EKM server senice, use the following command:
absolute path \EKMServer.exe /uninstall

On a successful uninstall the following message is displayed:

Information [$_<|

j:) Service uninstalled successhully

The EKM server will no longer be listed in Senvices in the operating system when the computer is re-
started.
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4.5 The server configuration wizard

Open the configuration wizard by ...

e s % @ 28.10,2003

¢ Double-clicking the EKM server icon in the notification area.

Close

E Properties |

¢ Opening the context menu by clicking the EKM senvice icon in the notification area using the right
mouse button and clicking the Properties command.

The server configuration wizard opens. Click the Properties tab and stop the EKM senver by clicking the
Stop Server button.

~& FKM Server serving on Port 9222

— Server Configuration

IP Address Fuart :

[f you have more than one network, card pou can
configure the EKMMServer zocket to bind to any
network, card [P address.

— Database Connection
C:A\ProgrammehEKRADEY

— Electronic-K.ey-Type

B
The zerver can be un az an EXE or installed as a HTService Stop Server D
-»Toinztall as a service: EKMServer.exe Anstall. =
-»Toremove the service: EKMServer exe funinstall
I the control panel, under zervices you can start and
ztop the service

S8 Properties |§E Log-Properties # Logger # KeyLogger C® Lsers % Export

Server started at 22032006 172749 Build 1.2.4.0 0 connected users

In the senver configuration wizard you can:

Configure the server

Set the type of key used
Display log entries
Display users logged on
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4.5.1 Configuration of the server

To configure the EKM server, you must first stop the server. The configuration options are only available
after the server has been stopped:

~& FKM Server serving on Port 9222

— Server Configuration

IP Address Fuart :

[f you have more than one network, card pou can
configure the EKMMServer zocket to bind to any
network, card |P address.

— Database Connection
C:A\ProgrammehEKRADEY

— Electronic-K.ey-Type

e
The zerver can be un az an EXE or installed as a HTService Stop Server D
-»Toinztall as a service: EKMServer.exe Anstall. =
-»Toremove the service: EKMServer exe funinstall
| the control panel, under services vou can start and
ztop the service

S8 Properties 58 LogProperties Z Logger Z K.ep-Logger R Users i Expart

Server started at 22032006 172749 Build 1.2.4.0 0 connected users

You can see the default settings in the figure. As a rule the options set on installation do not need to be
changed. If necessary, the log function can be switched off to improve performance.

Server Configuration:

IP Address IP address used by the EKM senver for the communication with the clients.
Normally Automatic should be entered here. The EKM server can then communicate
using all available network cards. If there are several network cards in the machine and
communication is only to take place using a specific card, enter the IP address for this
network card.

Port TCP/IP port

Autostart Activated: the EKM sener is ready for communication immediately after program start.

Senice-GUI  Activated: the EKM senrver icon appears in the notification area when the EKM sener is
installed as a senice.

Database Connection: Displays the key database folder used.

Electronic-Key-Type:

Read/Write Key type that it is allowed to read and write.
Read-Only Key type that can only be read

093336-07-10/16 Subject to technical modification Page 111/130



Manual Electronic-Key-Manager EKM EUCHNER

You can also enter all parameters directly in the configuration file EKMServer.ini using a text editor:

Section Configuration entry

[Server] AutoStart=0]|1
Port==<PortNumber>
IPAddress=Automatic|<IPAddress>|<ComputerName>
ShowTrayIcon=1]0

[KeyType]l ReadOnlyKey=1|0

y. The server must be stopped to be able to make changes to the configuration. For this purpose
~* click the Stop Server button. During this process the connection to all clients is interrupted.

4.5.2 Log-Properties

Click the Log-Properties tab in the server configuration wizard to define the behavior of the server logger
and the key logger.

& EKM Server NOT Active

— Logger

Wwrite logfile Onlinelogger
Logfile C:AE Kb ek bat

Delete logfiles after |5 - | daps

— k.ey - Logger
Wwrite logfile Onlinelogger
Logfile CAE R ey bt

Delete logfiles after |1 5| days
The server can be run as an EXE or installed a3 a MTService Skt Server
-»Toinztall as a zervice: EEMServer.ere Anstall O
> Toremove the service: EKMServer exe Auninstall
I the control panel, under zervices you can start and
ztop the service
EE Propertiesz | EE Log-Properties | m Logger m K.ep-Logger T8 Users EE Ewport
Server stopped at 22 05,2006 03:44:22
Logger (=server logger):
Write Lodfile Activated: a log file is written per day. The file name comprises the current date

and a file name that can be defined as required:
<YYYY>_<MM>_<DD>_<file name>.txt

Enter a file name and path in Logdfile. Use the browse button in the Lodfile field to
select a folder.
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Logdfile

Delete logdfiles
after X days

Online-Logger

Path and file name for the log file to which the server logger is to be written.

The default file name is ekm.txt. The default folder is the EKM server installation
folder.

Example:
Directory: C:\Temp\ekm.txt

Log day: 26 April 2006
The following log file is created in the folder C:\Temp\ for 26 April 2006:
2006_04 24 ekm.txt

All log files are deleted after X days..

Activated: the server logger is displayed on the EKM server in Logger.

Key-Logger (=logger for keys inserted):

Write Logfile

Logfile

Delete lodfiles
after X days

Online-Logger

093336-07-10/16

Activated: a log file is written per day. The file name comprises the current date and
a file name that can be defined as required:

<YYYY>_<MM>_<DD>_<file name>.txt

Enter a file name and path in Logfile. Use the browse button in the Logfile field to
select a folder.

Path and file name for the log file to which the key logger is to be written.

The default file name is key.txt. The default folder is the EKM server installation
folder.

Example:
Directory: C:\Temp\key.txt

Log day: 26 April 2006
The following log file is created in the folder C:\Temp\ for 26 April 2006:
2006_04_26_key.txt

All log files are deleted after X days.

Activated: the key logger is displayed on the EKM server in Key-Logger.
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4.5.3 Logger

In the server configuration wizard click the Logger tab. Log entries on the EKM server are displayed.

& FKM Server serving on Port 9222

22032006 17:27:49:
22032006 17:27:49:
22032006 17:27:49:
22032006 172758
22032006 172758
22032006 172758
22032006 172758
22032006 172758

Server started at 22032006 172749

Server started 22.03.2006 17:27.49

Running Encrypted

Connected: 192.168.0.83 -=192165.083:2713

Login ©n Login assigned © -=192 1680532713

Thread 3800 launched for dataset id 1 -= EB-TOWER-XP [192.1658.0.83]: 2713
Select SCL SELECT * FROM Users -= EB-TOWER-XP [192.168.0.83] : 2713
Thread 3800 ended for dataset id 1 -= EB-TOWER-XP [192.168.0.83] : 2713

22032006 172758
22032006 172758
[1921658.0.83]: 2713
22032006 17.27:58: Thread 3725 ended for dataset id 2 -= EB-TOWER-XP [192.165.0.83]: 2713

22032006 17.27:58: Thread 2160 launched for dataszet id 3 -= EB-TCOWER-XP [1921658.0.83]: 2713

22032006 17.27:58: Select S0L SELECT * FROM Groups -= EB-TOWER-XP [192.168.0.83] : 2713

22032006 17.27:58: Thread 2160 ended for dataset id 3 -= EB-TOWER-XP [192.165.0.83]: 2713

22032006 17.27:58: Thread 3184 launched for dataszet id 4 -= EB-TCOWER-XP [1921658.0.83]: 2713

22032006 172758 Select SGL SELECT * FROM GroupAccess where GroupMame = GroupMame -= EB-TOWER-XP
[1921658.0.83]: 2713

22032006 17.27:58: Thread 3184 ended for dataset id 4 -= EB-TOWER-XP [192.165.0.83]: 2713

22032006 17.27:58: Thread 1300 launched for dataszet id 5 -= EB-TCOWER-XP [1921658.0.83]: 2713

2203.2006 172758 Select SGL SELECT * FROM Grouphembers -= EB-TOWER-XP [192.165.0.83]: 2713

................................................ 28 LUore

0 connected users

Thread 3725 launched for dataset id 2 -= EB-TOWER-XP [192.1658.0.83]: 2713
Select SGQL SELECT * FROM User&ccess where UserMame = LoginMame -= EB-TOWER-XP

E.E Export

Server started at 22.03 2006 172749 Build 1.2.4.0

y. The Online-Logger option in Log-Properties: Logger must be activated to display the log entries in
" the EKM server window.

The online logger is deleted when the EKM server is re-started.
are overwritten after 500 entries.

The log entries in the online logger

Example log messages:

Log message Explanation

Connected... A client has connected to the EKM senver.
Login... A client is logging onto the EKM senver.
Select SQL... Database query

Update SQL... Changes to data in the database

Insert SQL... Insertion of data in the database
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4.5.4 Key-Logger

In the server configuration wizard click the Key-Logger tab. The Key-Logger records the Key-In and Key-
Out events:

e Key-In: A key is inserted in the EKS Electronic-Key adapter
e Key-Out: A key is removed from the EKS Electronic-Key adapter.

Date, time and KEYID are also logged with the events.

& FKM Server serving on Port 9222

22.03.2006 173730
22032006 173737
22032006 173741
22032006 173743

22032006 17:37.43
22032006 173752
22032006 173756
22.03.2006 17:35:01
22.03.2006 17:38:03
22.03.2006 17:38:03
22.03.2006 17:38:09

S8 Properties

Server started at 2203 2006 173717 Build 1.2.4.0

: 00D3274005001032
: 00D3274005001032
: 0OD4F2837EN01032
: 0OD4F2837EN01032
22032006 173747 : 0074C1FDOBO0T 032
: Q0741 FODBEOO0T 052
: 00D3274005001032
: 00D3274005001032
: 0OD4F2837EN01032
: 0OD4F2837EN01032
: Q0741 FODBEOO0T 052
: Q0741 FODBEOO0T 052

58 LogProperties

s Key-n
s Key-Out
s Key-n
s Key-Out
Key-In
s Key-Out
s Key-n
s Key-Out
s Key-n
s Key-Out
s Key-n
s Key-Out

H Logger PR Users

1 connected users

E.E Ewport

1. The Online-Logger option in Log-Properties: Key-Logger must be activated to display the log

=R

entries in the EKM server window.

The online key-logger is deleted when the EKM server is re-started. The log entries in the online
key-logger are overwritten after 500 entries.
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4.5.5 Users logged on

Click the Users tab in the server configuration wizard. All clients connected to the EKM server are
logged on.

“& FKM Server serving on Port 9222

|P Address - Part | Computernare | |Jzemanme | Connected Since Application Mame |-.-"ersiu:ur ~
192168.083:2794  EB-TOWER-<P admirn EkM-Client-System 1.24
4 192.168.0.841178 | V-TEST®P-5P1 mier EKM-Client-System
v
am >
| EE Propertiesz " EE Log-Properties " E Logger " E K.ep-Logger | 08 Users | EE Ewport |
Server started at 22022006 17:37:17 Build 1.2.4.0 2 connected uzers
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4.5.6 Export functions

Click the Export tab in the server configuration wizard to define the CSV or SmartCard export functions.

“& FKM Server serving on Port 9222
— C5Y - Expart {1
Start export after any change

[] Start expart and external customized conversion pragram after any change

E wport-File: D:AEEMAElectronic Keps\Feyz.cov

E sternal-Program:

— SmartCard - E=port —@

Start export after any change

Expart-Falder: |D:"~E FMA\Electronic KeyshSmartCard
EE Properties EE Log-Properties H Logager H Key-Logger IR Users | E,E Expart |
Server started at 22022006 17:37:17 Build 1.2.4.0 1 connected uzers
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® CSV-Export

During a CSV export all key data with the exception of the Memo, Graphic and StringPassword
data types are exported. You have two options for the export:

a) Start export after any change
e The key data are exported to a CSV file.
¢ The first row in the export file contains the names of the database fields
e Order of the database fields:
e Database field KEYID
e Database field LOCKED
o Database fields of the key data. The sequence is the same as the order on the key.

¢ Remaining database fields. The sequence is the same as the order defined in the Database
Designer

b) Start export and external customized conversion program after any change

e The key data are exported to a temporary CSV file.

¢ To setup the temporary export file: see CSV-Export a)

o After the export to CSV the external program for processing the data from the CSV file is

opened.

A further export can only be triggered if the temporary CSV file has been deleted.

e Example for possible applications:
An application that encrypts key data is used. When opened the application accesses the CSV
export file, processes the key data and outputs the encrypted data in another file. Once the
process is complete, the CSV export file is deleted by the application.
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®@ SmartCard export:

The serial numbers of the keys (KEYID) are converted to the card code for the SmartCard and
saved as file names for zero-byte files.

& Electronic keys

File Edit “iew Faworites Tools  Help .ﬂ'
. - >
Q Back ~ () 'ﬁL / ) Search Folders
address |2 DEEMIElectranic keys » a G0
Mame Size  Type L
3 LSERMAN_CARDAET4D22C,0,.. OkKE DAT File
3 LSERMAMN_CARDEEDS4154.DAT OkKE DAT File
3 LSERMAM_CARDDZODSSEEE.DAT OKE DAT File
3 LSERMAM_CARDDSI1AISFO.DAT OKE DAT File
3 LSERMAN_CARDDE1B452F.DAT OKE DAT File
3 LSERMAMN_CARDDE1OB1SL.DAT OKE DAT File
3 LSERMAM_CARDDE1DCZ2F . DAT OKE DAT File
3 LSERMAMN_CARDDEL7EBEZF.DAT OKE DAT File
3 LSERMAMN_CARDDEI4ELZF.DAT OKE DAT File
3 LSERMAMN_CARDDESODLZF.DAT OKE DAT Fila
3 LSERMAMN_CARDDE74D1F? . DAT OKE DAT Fila
jt\ LSERMAMN_CARDDE74D22F.DAT OKE DAT Fila v
£ ¥

The file names hawe the following syntax:

USERMAN_CARDXXXXXXXX
(xxxxxxxx stands for the card code).

Locked keys are not saved or deleted.

L
a

O The key serial number is a sixteen digit hexadecimal number (8 bytes). For the conversion to the
card code this number must be converted into an eight digit hexadecimal number (4 bytes):

e The 8 byte key serial number is divided into two 4 byte values.

e The two 4 byte values are added together. Any overflow is ignored. The resulting 4 byte value is
the card code.
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To activate an export function, proceed as follows:
® CSV export:
a) Start export after any change

In the Export-File field enter an export file and path. During this process you can use the open or browse
dialog box by clicking the button in the Export-File field.

Activate the related check box for the export:

— CSY - Expart

[w]iStart export after any change

[] Start export and external customized conversion pragram after any change

E sport-File: DAEKMAElectronic Keps'FKeys cav

E sternal-Proaram:

The CSV export is performed automatically after every change to the key data.
b) Start export and external customized conversion program after any change

In the Export-File field enter an export file and path. During this process you can use the open or browse
dialog box by clicking the button in the Export-File field.

In the External Program field enter an exe file and path. During this process you can use the open or
browse dialog box by clicking the button in the External-Program field.

Activate the related check box for the export.

— C5Y - Expart
[] 5tart export after any change

Start export and external customized corverzion program after any change

E spart-File: D:AERMAElectronic KepshKeps cay

E sternal-Proaram: |D:"~E FMA\Electronic Keps\ExternalProgram. exe
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After every change to the key data it is checked whether a temporary file exists. If there is no temporary
export file, the key data are exported. After the CSV export the defined application is started by the
EKM server.

@ SmartCard export:

Enter an export folder and path in the Export-Folder field. During this process you can use the open or
browse dialog box by clicking the button in the Export-Folder field.

Activate the check box for the export:

— SmartCard - Expart

[“]i5tart export after any change

Export-Falder: D:AERMAElectionic Keys

The SmartCard export gets initiated, respectively a data synchronisation between EKM database and
SmartCard export folder is carried out, when:

* the SmartCard export gets activated in the check box Start export after any change when the server
is running
* the server gets started and SmartCard export is already activated

After activation of the SmartCard export function in the server, in the configuration file EKMServer.ini an
entry [SmartCard-Export] is automatically generated.

When the server is running, an automatic data synchronisation takes place between EKM database and
SmartCard export folder. The default value for the cyclic synchronisation is 24 hours. This value applies
without further entry in the configuration file.

Alternatively a time interval for the automatic data synchronisation in deviation to the default value (24
hours) can be set in the configuration file EKMServer.ini. For this, add the following configuration entry
in the configuration file EKMServer.ini:

Section Configuration entry
[SmartCard-Export] Check interval=<time in hours>

Valid entries for the time in hours are values in whole numbers 1, 2, 3 through n. For the data
synchronisation in a time interval of 2 hours, the configuration entry Check interval=2 is required for
example. For the data synchronisation in a time interval of 2 days, the configuration entry Check
interval=48 is required for example.

y.. The server must be stopped to be able to make changes to the configuration. For this purpose
click the Stop Server button. During this process the connection to all clients is interrupted.

Changes in the SmartCard export folder are carried out when:

e Key establishing: related SmartCard file is created
e Key deleting: related SmartCard file is deleted
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e Key locking: related SmartCard file is deleted
e Key unlocking: related SmartCard file is created

On changes of data which are stored on the key, respectively are assigned to the key via data base,
there is no export.

When SmartCard export is activated, the export and synchronisation activities are recorded in the
Logger (cf. “Logger”), provided that it is activated in the server.

When the sener is stopped or the export gets deactivated in the check box Start export after any
change when the server is running, then the SmartCard files remain in the SmartCard export folder
without change.

4.6 Update function

Electronic-Key-Manager EKM features an automatic update function for the EKM client as well as for
the EKM online help. For this purpose the folder "ClientVersion" is automatically added to the program
path for the EKM server on program start. You can save more recent versions of the EKM client and the
EKM online help in this folder.

4.6.1 EKM client update

If a new version of the EKM client is available, copy the file EKM.EXE to the EKM server's
"ClientVersion" folder. To apply the new version, stop and start the EKM server. All EKM clients will
receive the new version on the next logon. On the application of the new functions the EKM client is
automatically quit and re-started.

4.6.2 EKM online help update

If a new version of the EKM online help is available, copy the files EKM_D.CHM und EKM_E.CHM to
the EKM senver's ClientVersion folder. To apply the new version, stop and start the EKM server. All
EKM clients will receive the new version on the next logon.
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4.7 Data backup

All data that EKM clients edit are saved on the server in DB in the EKM server program folder:

A=

File Edit “iew Favorites Tools

fddress ([ C:AEKM\EKMServer|\DE

B ekmDesign. dfm
Groupdccess, DAaT
Groupiccess, IDx
GroupMembers DAT
Groupkemnbers, 10k
aroups, DAT
groups, I0

KeyDef BLE
KeyDef DAT
KeyDef . IDx

FE| KevDef. Zip
Keys.DAT

Keys. 1D
permissions, AT
petmissions. 10w
P Ernp.zip
Userfccess. DAT
Userfccess. I0x
users. DAaT

QBack > .1]» / ) Search

MName
[_1Backups @

Help ;'f

>

W .GD

@

21 objects | 162 KB

JJ My Computer

The DB folder contains the following sub-folders and files:

® Backup folder @ Layout

The database contains:

o All key data
e All user data

® Database files

The layout for the key data form is saved separately in the file ekmDesign.dfm. When a user opens the
design mode, a backup copy of the last valid design is saved in the backup folder: The folder containing
the backups copies in Backups is named using the current date and time. Depending on the changes

made in the design mode, database files and / or the file ekmDesign.dfm are restored.

093336-07-10/16

O Backup up the folder DB at regular intervals.
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4.8 User-specific logo

The logo displayed in EKM client can be replaced with a user-specific logo. Save the required logo as a
file with the name "CompanyLogo.Bmp". Then copy the file to the sub-folder "DB" on the EKM senrver
application path. All EKM clients will receive the user-specific logo the next time they logon. The logo

image size is 150 (wide) x 40 (high) pixels.
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EKM-Admin

Part
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5 EKM-Admin

EKM admin is used to configurate the EKM server. The user interface and functionality are the same as
for the EKM server.

EkmAdmin.exe und EKMServer.exe are located in the same folder.

Blg EKM Server serving on Port 9222

— Server Configuration

IF Address Fuart :

[f you hawve more than one network card you can
configure the ERMServer socket to bind to any
network, card IP address.

— Databasze Connection
D:AERMADBY

— Electronic-K.ey-Type

The zerver can be run az an EXE or installed as a HTService Stop Server
-»Toinstall az a service: EKMServer.exe Anstall. —
-»Toremove the service: EEMServer.exe funinstall

| the control panel, under services you can start and
stop the service

S8 Properties |§E Log-Properties H Logger m K.ev-Logger T8 Users [y Export

Server started at 23.03.11 145751 Build 1.4.2.1 0 connected users

To activate the EKM admin, add following entry in the configuration file EKMServer.ini:

Section Configuration entry
[Server] AdminPort=<port number>
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