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1. About this document
1.1. Version

Version Date Change/addition Chapter
01-10/19 10/22/2019 Prepared All
1.2. Scope

The purpose of this document is to aid the integration of the EKS Data Service in combination with the EKS with PROFINET
interface (from version as per table) in SIEMENS TIA Portal from version V14 SP1.

Order no. Designation Version
163316 EKS Data Service V1.0.4
106305 EKS-A1IX-G01-ST02/03 V2.9.X
106306 EKS-AIXA-GO1-ST02/03/04 V2.9.X
122352 EKS-A-AIX-G18 VI.XX
122353 EKS-A-AIXA-G18 VI.XX

1.3. Target group

Design engineers, installation planners as well as setup and servicing staff possessing expertise in the installation, setup,
programming and diagnostics of programmable logic controllers (PLC) and bus systems.

1.4. Supplementary documents
The overall documentation for this application consists of the following documents:

Document title

(document number) Contents

(MZ%HZUSazllog) EKS Data Service PC @
(MZ%HZUSazluo) EKS Data Service PLC @
Manual Electronic-Key-System TN
(2516210) Manual EKS and EKS FSA with PROFINET 0 interface

?{I)%rg%& Electronic-Key-Manager EKM @
@\"P"(')iggtzi%%) Integration of EKS with PROFINET interface in TIA Portal V13/V14/V15 o
Sﬁeﬁgly enclosed data [tem-specific information about deviations or additions m
1.5. Notice

This application is based on the manual for the EKS with PROFINET interface, the manuals EKS Data Service PC and PLC
as well as the application AP000238 "Integration of EKS with PROFINET interface in TIA Portal V13/V14/V15". Please refer
to the manuals for technical details and other information. In the rest of this document the EKS with PROFINET interface is
referred to as the "EKS" and the EKS Data Service as the "service" for short.
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2. Components/software used
2.1. EUCHNER components

Description Order number / item
EKS with PROFINET interface ‘ 106305 / EKS-AHIX-G01-ST02/03
EKS with PROFINET interface FSA ‘ 106306 / EKS-AHIXA-GO1-ST02/03/04

@ TIP!

More information and downloads about the aforementioned EUCHNER products can be found at
www.euchner.com. Simply enter the order number in the search box.

2.2. Other components

Description Order number / item
SIMATIC S7-1516F-3 PN/DP 6ES7516-3FNO0-0ABO
SIMATIC S7-315F-2 PN/DP 6ES7315-2FH13-0ABO
Communication processor CP 343-1 6GK7343-1EX30-0XEQ
Desktop PC

2.3. Software
Description Version
Totally Integrated Automation Portal Version V14 SP1 update 7
STEP 7 Professional Version V14 SP1 update 7
STEP 7 Manager STEP 7 V5.5
Electronic-Key-Manager full version (order no. 093322) | Build 1.5.2.0
EKS Data Service (order no. 163316) V1.0.4

3. Functional description

In EKS applications in the PLC world, in most cases these days there is no data comparison with a central database or re-
trieval of data from a central database. This means that data are almost always read from the Electronic-Key decentrally and
then further processed individually in the PLC. In this way the access information is only transported via the Electronic-Key.
Here many EKS operators want to compare data from the PLC world with EKM data in the PC world. The core issue is the
desire to be able to disable Electronic-Keys centrally and retrieve other data if necessary.

The content of the Electronic-Key-Manager EKM database is exported to a universal file in the CSV format in the PC environ-
ment. In this EKM CSV export file, it is possible to evaluate a disable code after the serial number (KeyID) of the Electronic-Key:
this code is set to the value '1' as soon as the Electronic-Key is disabled.

Other data elements assigned to the Electronic-Key serial number can also be retrieved. These data elements differ for
specific applications.

If an Electronic-Key is placed in the adapter, a query is sent by the EKS Data Service PLC to the EKS Data Service PC. Based
on the KeylID, the EKS Data Service PC searches for the entry in the EKM CSV export file and sends the data back to the
EKS Data Service PLC. There the data are available to the user for further processing. Furthermore, the data queried are
saved in a backup cache. Should the connection to the PC fail, the data for Electronic-Keys placed previously are read from
the backup strategy cache. The backup strategy cache contains as a maximum the data on the last 100 Electronic-Keys
(size of the backup cache can be customized).

Note on the backup strategy: if the backup strategy cache is full and data queried for a new Electronic-Key, the Electron-
icKey for which data has not been queried the longest is replaced. Because the entries for the backup strategy are updated
cyclically, the first Electronic-Key placed will not necessarily be the Electronic-Key replaced.

There are 2 backup strategies. In backup strategy 1, the EKS Data Service PC cannot access the original EKM CSV export
file and uses the local backup of the EKM CSV export file. In backup strategy 2, the EKS Data Service PC cannot make
available any data because the communication is interrupted and the data in the internal PLC data block are used.

AP000248-01-10/19 (Application) 5
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4. Electronic-Key-Manager EKM

4.1. EKM server

Start the EKM server and open the settings. On the Export tab, select the Start export after any change check box. Then
specify in Export-File where the csv file is to be saved and its name. The service must be able to access the csv file later.

.

E. EKM Server serving on Port 9222 @
— CSY - Export
Start expoart after any change

[] Start export and external customized conversion program after any change

E xport-File: |C:\EKM-CSV'\KEY_DAT.&BASE.CSV |

E sternal-Program: | |

— SmartCard - Export

[] Start expart after any change

Ewpart-Folder:

| EE Properties |§E Lng-Pmpertiesl H Logger | g Fep-Logger | £8 Users | % Expart

|Server started at 03.07.2019 11:47.56 Build 1.5.11.0 | P

Figure 1: EKM server configuration

4.2. EKM client

A complete EKM application is a prerequisite for the use of the EKS Data Service. This application has a data entry window
and a database. The following example EKM data entry window and database are used in the application.

12 Exm - X
[Ele | Edt Took Heb
© £ > | F " EUCHNER
Read Write Discard Database oo
rKey Data
Serial Number Issue Date
~Employee
First Name Last Name

Personnel Number  Department

rProductio
Process Authorization Operating Mode
illin v v
Turning v not required

[al ] port com3 -[& ekm |

Figure 2: EKM client (example)

6 (Application) AP000248-01-10/19
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Database Designer - O X
Fiel.. & OnkKey Fieldname Type StartByte  Length BitNo DisplayT... Unigue Template
1 ] oM ‘word (0., B5535) Dez ] ]
2 ] |Department String 2 O O
3 | [0 |Last_Name | Stiing | |40 O O
4 [ O IFirst_Name 'Stiing . 40 O O
5 | O |Level Miling |Byte (0. 255) [ ' ' Dez O O
£ ] |Level_Tuming Byte (0 .. 255) Dez O Il
7 ] |Personnel_Mo String 2 O] OJ
] ] |lssue_Date Date - ' O OJ

Up Down BitString editor Datefuto editor Insert Delete oK Cancel

Figure 3: EKM Database Designer (example)
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5. EKS Data Service setup

5.1. Installation of the service
Please refer to the EKS Data Service PC manual for the procedure to install the service.

5.2. Configuration

5.2.1. Network configuration

The server on which the service is installed must be connected to the machine network via a network connection.
The service's web interface for configuring the service is opened on the server using the following default address:
http://localhost:65080/EKSDataService

@ NOTICE!

TCP port 102: RFC1006 connection of SIMATIC control systems to the service. This port cannot
be changed and must therefore also not be reserved by other software products. Siemens software
products, e.g. TIA-Portal assign a service to port 102 by default. If parallel installation cannot be
avoided, the SIMATIC service S7DOS Help Service (s7oiehsx64.exe) must be stopped and deactivated.

5.2.2. Configuration of the service

You must login to configure the service. The default user has the following login data:
User: admin

Password: admin

B a‘ [ ExsDataservice X ‘ v

< - O w @ | 192.168.0.97:65080/EKSDataService/configuration

INFORMATION CONFIGURATION LOG ERRORLOG

LOGIN:

User:

Password:

Figure 4: Login

The one-off configuration of the service starts after login. Not all values are configured in the following example. All values
that can be configured are explained in the manual and can be set individually.

8 (Application) AP000248-01-10/19
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1. Enter the path and the file name for the csv file. Then click Read and check now... . If it is possible to read the csv file,
you will receive positive feedback in File Status. If negative feedback is output, please check the path information and
the file name and check whether the data can be accessed by the server.

& = O ] @ | 192.168.0.97:65080/EKSDataService/configuration?EKM-CSV-File.Path=E%3A%5CEKM-CSV%5CKEY_DATABASE.CSV&EKM-CSV-File.ReadInterval=3008check=Re

INFORMATION CONFIGURATION LOG ERRORLOG

EKM CSV FILE:

Path and File: E:\EKM-CSV\KEY_DATABASE.CSV
Read Interval [s]: 300 Last Check: 7/3/2019 11:56:33 AM Read and check now...

File Status: The file was read successfully.

Figure 5: Path information for csv file and reading for the first time

2. After the csv file has been read correctly, the names of the columns from the csv file are entered automatically in EKM
PLC DATA TYPES. You can specify which data you want to transfer to the PLC. In this example, all data are transferred
to the PLC.

The columns KEYID and LOCKED are default columns that every EKM database contains. The values are already specified
there. The PLC-Index is incremented by the value 1 for each column. Then the related data types (PLC-Type) are entered.
The allocation of the EKM data types to the PLC data types is described in the EKS Data Service PC manual.

EKM PLC DATA TYPES:

Name: KEYID LOCKED oM Department Last_Name First_Name Level_Milling Level_Turning Personnel_No Issue_Date
PLC-Index: 1 2 3 4 5 6 7 8 9 10

PLC-Type:  String[16] Bool Word Stringj2] String[40] String[40] Byte Byte string[2] Date

Figure 6: Allocation of data types

3. Save the configuration by clicking Apply.

AP000248-01-10/19 (Application) 9
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6. Integration of PLC library for $7-1200/1500 into TIA Portal V14 SP1
For the S7-1200/1500 you will need the following libraries:
EKS_Data_Service_PLC_Library_TIA_1200_1500_20190227
Library_EKS_Data_Service-TIAV14SP1_PLC-1200_1500_YYYYMMDD

6.1. Retrieving the library
1. Change to the Task Card view (shortcut: Ctrl+3) and select Libraries.

2. Open the context menu by clicking the Global libraries area using the right mouse button and select Retrieve library...
Select the folder with the library and retrieve it to the required destination folder. The library is updated while retrieving
the library using TIA Portal V15 or later because it was prepared using TIA Portal V14 SP1.

ot GIDbal Iibraries HRetmevearchived global library X
ot =h sl i | K Look in: | | | TIA_1200_1500 Y e® e me
Frhu># G B | . |
] & - 3 * Name Date modified Type
ik Ll Buttons-and-Switches : TSEKS Dista Service PLC Library 11k 12001500 2010025 7.zai14  38,02/2019 07:32 Siemens TIA Porta,..
. Quick access
» Ll Long Functions
b L] Monitoring-and-control-objects DE
esktop
b LL] Documentation templates
m
’ L'L'l MHAC—MP Libraries
LG Mew library... ThisPC . X
(¥ Open library... @ _ _
File name | EKS_Data_Service_PLC_Library_TIA_1200_1500_20190227 zal14 w ‘ I Open
Network
Files of type Archives for global libraries ~ Cancel
Open as read-only
Figure 7: Retrieving library Figure 8: Selecting library

@ TIP!

If the library has already been retrieved, select Open library... to add the library to the project.

10 (Application) AP000248-01-10/19
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6.2. Integration of the EKS Data Service into the PLC

6.2.1. Copying blocks to the project

1. Open the library and copy the blocks to the folders in the project navigation to suit your control system environment.

Project tree a4

ﬁ:‘: Add new device
gy Devices & networks
~ [ PLC_1516 [CPU 1516F-3 PN/DP]
I Device configuration
ﬁ Online & diagnaostics
@ Safety Administration
v | &l Program blocks
B Add new block
4 Main [OB1]
of FB_EKSDataService [FE100]
@ DB_EKSDatal [DE111]
o0 FOB_RTG1 [OB123]
& Main_safety RTG1 [FB1]
@ Main_Safety_RTG1_DE [DB1]
b g System blocks
v [ Technology objects
2 External source files

» [ PLCtags

v [ PLC data types

B Add new data type

Ml F SYSINFO

E EKS Data Service
M type_EKSDatabase
E| type_EKSDatalD
K| type_EKSDescription
| type_EKSKeyiD

-

Figure 9: Copying blocks to the project

J Devices Options

[ = @ 4 Library view (£ -
> | Project library

Mame ~ | Global libraries

* | 7] APDOOZ248 ] b

Tl U IR TS ey 5
b L] Buttons-and-Switches

» Ll Long Functions

» LIl Monitering-and-control-cbjects

» Ll Documentation templates

¥ L[] winAC_ P

i ||| EKSDataService

b S Types
e Master copies
EKSDataServiceBase
Blocks

EKS Data Service
1200

1500

@ DE_EKS5Datal

i FE_EKSDataService

-

e
L1}

L

Ex
* s
kE:
w k=

Types

EKS Data Service

I type_EKSDatabase
I type_EKSDatalD

I type_EKSDescription
i type_EKSKeylD
EKSDataServiceExample

=

 |E=

b E:
¥ [4# Common data

b Languaqges & resources

AP000248-01-10/19 (Application)

11



Exame nter: EUCHNER
Example integration of EKS Data Service

2. Openthe library Library_EKS_Data_Service-TIAV14SP1_PLC-1200_1500_YYYYMMDD and copy the blocks to the folders
in the project navigation. This library is used to read the EKS Electronic-Key. It is not imperative to use this library.

Libraries w [ p
Devices Options

I+ = #| Library view 12 0

> |Project library

Mame -

= Global libraries
~ [ PLC_1516 [CPU 1516F-3 PN/DP] = = e o) b
: : 1 i g I T B Gi E
[IY pevice configuration
ﬂ Online & diagnostics
@) safety Administration

b Ll Buttons-and-Switches
» Ll Long Functions

S » LL| Monitoring-and-controlobjects

K Add new block

» L]l Documentation templates

4 Main [OB1] b LLI ‘A_ﬁnAc_MP _ |
48 EKS_Communication_FC [FC1] = ||| Libra ry EK5_Data_Service-TIAVI45P1_PLC-12
- FB_EKSDataService [FB100 : - 'r[.l':“ .
@ DB_EKSDatal [DB111] 8 Mestercopies

2 EKS_Communication_FC

@ EKS_ReadData [DB5S]
o8 FE_EKSDataService_Milling [D...
o8 FE_EKSDataService_Turning [D.
30 FOB_RTG1 [DB123]
4+ Main_Safety RTG1 [FB1]
@ Main_Safety RTG1_DE [DB1]
b g System blocks
» % Technology ohjects
b External source files
b [ FLCtags
hd Tﬂ PLC data types
ﬁh\dd new data
] EKS_Read
M EKS5_StatusError

/

I# EKS_Read
@ EKS_ReadData
I EKS_StatusError

Figure 10:  Copying blocks to the project

6.2.2. Customizing the data type type_EKSDescription
Open the data type type_EKSDescription. Map the EKM PLC DATA TYPES Name and PLC-Index configured in the service.

type_EKSDescription

Mame Data type Default value Accessible f... | Writa... | Visiblein .. | Setpoint
1 <@  KeyD Int 1 B [l
2 40 LOCKED Int 2 B [l
3 40 OMm Int 3 B [l
4 4 Department Int 4 D D
5 -+ Last_Name Int 5 D D
6 |« First_Name Int 6 ] ]
7 < Level_Milling Int 7 D D
8 |« Level_Turning Int 8 D D
9 |« Personnel_Mo Int 9 D D
10 <@  Date Int || 10 ] [l

Figure 11:  Customizing the data type type_EKSDescription

12 (Application) AP000248-01-10/19
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6.2.3. Customizing the data type type EKSDatabase

Open the data type type_EKSDatabase. Map the EKM PLC DATA TYPES Name and PLC-Type configured in the service. Pay

attention to the allocation of the EKM data types and PLC data types as described in the EKS Data Service PC manual.

type_EKSDatabase

MNarme Data type Default value Accessible f... | Writa... |Visiblein ... | Setpoint
1 <@ KeylD string[16] [l [l
2 |em  LOCKED Bool false ] ]
3 @ oM WViord 1620 ] ]
4 |0 Department string[2] ] ]
5 |«d Last_Mame String[40] - -
6 |- First_Mame String[40] D D
7|l Level_Milling Byte 16#0 D D
g8 |1 Level_Turning Byte 1680 D D
a9 |ag Personnel_Mo string[2] ] ]
10 @@ Issue_Date Date D#1990-01-01 ] ]
Figure 12:  Customizing the data type type_EKSDatabase

6.2.4. Configuring hardware

In this example, two EKS devices with PROFINET interface are configured. All Electronic-Key information is transferred from
the csv file in this application. For this reason it is only necessary to read the serial number from the EKS Electronic-Key. For
this purpose you can configure the smallest submodules (read/write) in the EKS (Device view) (see application APO00238). In
this way it is possible to save memory in the control system. For this example it is necessary to configure the start address
116 in the submodule for reading the EKS.

APO0D0248 » Devices & networks

|; Topology view |

& Metwark u

Figure 13:

PLC_1516

1 Connections |HI.'I connection i
PLC 1516 = eks-milling ]
CFU 1516F-3 PN_.. . EKS-A-IDXA-GOT- ..

eks-turning
EK5-A-IX-G01-5...

PLC_1516

TIA Portal Network view

o 10 system:

4

PLC_1516.PROFIMET 10-5__.

®

NOTICE!

The configuration of the parameters for the submodules is described in the manual for the EKS and
EKS FSA with PROFINET IO interface.

AP000248-01-10/19 (Application)
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6.2.5. Customizing the data block DB_EKSDatal
The data necessary for the FB_EKSDataService are declared in the data block DB_EKSDatal
Variable declaration DB_EKSDatal

Variable

Data type

Description

Data_Key_Reader_Milling
Data_Key_Reader_Turning

type_EKSDatabase

The data for the Electronic-Key currently placed in the EKS are saved in this variable

Description

type_EKSDescription

The structure of the data type type_EKSDatabase is provided to the FB in this variable

ID

Array[0..100] of 'type_EKSDatalD'

The ID variable is required to store additional information such as the time stamp for Electron-
ic-Key placement or the time stamp for the last update, the KeyID and the checksum for the EKS
Data Service. This additional information is entered and stored in the DB for each Electronic-Key
placed. This data type is not allowed to be changed and is saved as an array in the DB. An ID
array of the same size is required for each data saving operation (Data Array). Since the data
are required after a power failure/restart as well, they must be marked as remanent.

Data

Array[0..100] of 'type_EKSDatabase'

The same data type for data from the Electronic-Keys placed is also used for saving the data for
the backup strategy. All data from the placed Electronic-Keys are entered in the data array. The
data will not be overwritten until the number of Electronic-Keys placed exceeds the number of
array entries. If data are overwritten, the oldest Electronic-Key entry is always overwritten first.
If an Electronic-Key is not listed during the query to the EKS Data Service PC, the Electronic-Key
is also deleted in the data array. The instances of the FB_EKSDataService can all access the
same data (Description, ID, Data) in DB_EKSDatal. If the data are to be available after a power
failure as well, they must be marked as remanent.

EKS_Data_Temp_Milling
EKS_Data_Temp_Turning

type_EKSDatabase

The FB_EKSDataService requires a cache outside the block of type type_EKSDatabase. The
cache is used for copying tasks.

EKS_StatusError_Milling
EKS_StatusError_Turning

EKS_StatusError

A data type EKS_StatusError has been added for this application. The errors and data this type
contains are described in the EKS Data Service PLC manual.

DB_EKSData1
Mame
¥ Static

Description
D
Data

=} Data_Key Reader_Milling
Data_Key Reader_Turning

Data type

"type_EKSDatabase”
"type_EKSDatabase”
“type_EKSDescription”

Array[0..100] of "type_EKSDatalD"
Array[0..100] of "type_EKSDataba...

Bl = I N = T ¥ B - W R R B

dadadapend

Figure 14

EKS_Data_Ternp_Milling
EKS_Data_Temp_Turning
EKS_StatusError_Milling

EKS_StatusError_Turning

Declaration DB_EKSDatal

"type_EKSDatabase”
“type_EKSDatabase”
"EKS_StatusError”

"EKS_StatusError”

Start value Retain Accessiblef... Writa...  Visiblein .. Setpoint

O ] ) )
O ] ) )
O O
] O
~ O
O O
O O
O ~ ~ ~

O ~ ~ ~

14
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6.2.6. Customizing the block EKS_ReadData

Customize the data block EKS_ReadData. For each EKS it is necessary to declare a variable of data type EKS_Read (for
reading all the data from the input area of the control system), Word (fault display) and type_EKSKeyID (separation of the
Electronic-Key serial number).

EKS_ReadData

MName Data type
1 |4 « Static
2 <= » ReadData_Milling .'EH.E._FEEEEI' £
3 4] = Error_Read_Milling Word
4 < = » ReadData_Turning "EK5_Read"
5 |4 = Error_Read_Turning Word
6 <@ = » EKSKeylD_Milling “type_EKSKeylD"
7 <0 ® » EKSKeylD_Turning “type_EKSKeylD"

Figure 15:  Configuring the parameters for the data block EKS_ReadData

6.2.7. Calling the function EKS_Communication_FC

Call the function EKS_Communication_FC in your function block (here: FB_EKS_Euchner). This block must be called and the
parameters configured for each EKS. Assign the variables to the inputs and outputs. On the input EKS_PN_ReadModule,
enter the hardware identifier for the Read module in the corresponding EKS. The data from the input area are copied to the
EKS_ReadData data block for the related EKS.

*  Network 1: EKS_Milling_Read

Carmment
Lomment

eFC1
"EKS_Communication_FC"
EM EMNO
263 "EKS_
"eks- ReadData”.
milling~Read:_  Exs_PN_ Error_Read_
009_bytes_1" ReadMadule Error_Read Milling

"EKS_
ReadData”.
ReadData_

Milling — gxs peadData

Figure 16:  Calling the EKS_Communication_FC (for example: Milling)
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Then the Electronic-Key serial number must be copied from the EKS receive data (Receive_data) to the serial number variable
(type_EKSKeylID). This action can be accomplished with two move commands.

MOVE
EN —

"EKS_ "EKS_
ReadData”. ReadData".
ReadData_ EKSKeylD_

Milling."Receive_ Milling.
data[0] N s QuUT] — TYPekeylD[O]
MOVE_BLK
EN — —

"EKS_ "EKS_
ReadData”. ReadData”.
ReadData_ EKSKeylD_

Milling.Receive_ Milling.
data[1] N ouT typekeyD[1]
7 COUNT

Figure 17:  Copying serial number to the variable type_EKSKeyID

@ NOTICE!

It is to be noted that, due to a 16-bit limit imposed by Siemens, the first byte of the memory in the
Electronic-Key in the DB (EKS_ReadData) is NOT in the ReceiveData array, instead it must be listed
as an extra byte.

6.2.8. Calling the function block FB_EKSDataService

Call the function block FB_EKSDataService in the main program Main (OB1). This block must be called and the parameters
configured for each EKS.

@ NOTICE!

The inputs and outputs of the FB_EKSDataService are described in detail in the EKS Data Service
PLC manual.

16 (Application) AP000248-01-10/19



E U c H N E R Application EKS
Example integration of EKS Data Service

*  Network 5: EKSDataService_Milling

Comment
Comment

B2
“FB_
EKSDataService_
Milling”
%WFB100
“FB_EKSDataSernvice”
EM EMNO
"EKS_Read_ "DE_EKSDatal".
Wirite®. EKS_
ReadData_ StatusError_
Milling. Con Milling.Can_
"Electronictey_ TrEmm e Parametrization_
detected” __ FeylEaent _Errorcode Errorcode
Key Data_ "DE_EKSDatal”.
TRUE — updated EKS_
64 StatusError_
Milling.Con
. Con g-Len_
Lcca_l--PRC_)FII‘-JETT Communicatio  C°rmnmunication_
Interface_ Interface_ID n Errorcode — Efrarcode
Con_ID B
%105 — Refresh_Time "DE_EKSDatal”.
IP_ EKS_
EKSDataServic StatusError_
192 168.0.97" e DB Errar — Milling .DE_Errar
‘EKSCLIENT_
Milling' Lacal TSAP "DE_EKSDatal”™.
"EKSSERY' - EKS_
oo Remote_TSAP StatusError_
t#200ms Timeout_Time Milling.Data_
Error
“EKS_Read_ Data_Errar =
Virite™ EKSKeylD_ "DE_EKSDatal”.
Milling Key_ID EKS_
- StatusError_
“DB_EKSData1". Milling.
Data_Key_  EKS_Data_ Emergency Emergency_
Reader_Millin 7 —Level_l
eader_ 9 Key Reader Level 1 —
"DE_EKSDatal™.  EKS_Data_ "DE_EKSDatal”.
Description Description ElS_
StatusError_
"DE_EKSDatal”™. Milling.
Data EKS_Data Emergency, Emergency_
"DB_EKSData1".ID — EK5_KEY_ID Level 2 —LevEl2
*DE_EKSData1”. . . .
EKS_Data.  EKS Data EIZ'J(E_EK;DataI .
Ternp_Millin o - -—
P g j=mn StatusError_
Milling KEY_
KEY Mot Found —iMot-Found

"DE_EKSDatal”.
EKS_
KEY StatusError_

Checksum  Milling.KEY_
Error — Checksum_Errar

"DE_EKSDatal”™.
EKS_
StatusError_
Milling KEY_

KEY_Valid —"/2!id

"DE_EKSDatal”.
EKS_
StatusError_

Error — Milling.Error

"DE_EKSDatal".
EKS_
StatusError_
Milling.Status

Status

"DE_EKSDatal".
EKS_
StatusError_
Milling.

o TS serviceStatus

Figure 18:  Calling a FB_EKSDataService (for example: Milling)
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6.2.9. Monitoring the data in the data block DB_EKSDatal

After the parameters have been configured for all blocks and UDTs, load your program into the control system. Check on
the LOG tab in the service on the PC whether the connection to the control system has been established. Program a couple
of Electronic-Keys in the EKM and place them in your system. As soon as you view the block DB_EKSDatal online in TIA
Portal, you will see the data retrieved from the csv file.

DB_EKSData1l

MName Data type Start value Monitor value Retain Accessible f. | Writa_.. | Visible in ..
1 4] > Static
2 4 = ~ Data_Key Reader_Milling "type_EKSDatabase” 0 =] =) =)
3 < - KeylD string[16] ‘02877825FF001032"
4 | L LOCKED Bool false FALSE
5 -1 n oM Wiord 1650 16#F0O0F
6 |0 L Department string[2] ‘Qs’
EAE T s Last_Mame String[40] ‘Doe’
8 -« L] First_MName string[40] ‘John'
S L Level_Milling Byte 1680 16801
10 |3 L] Level_Turning Byte 1680 16803
11 |« L Personnel_Mo string[2] "10'
12 -1 = Issue_Date Date D#1990-01-01 D#2019-07-04
13 40 = » Data_Key Reader_Turning "type_EKSDatabase” 0 ] =) =)
14 40 = » Description “type_EKSDescription” D D
1540 » ID Array[0..100] of “type_EKSDatalD" ) 0
16 4@ = » Data Array{0.100] of "type_EKSDataba... =] 0
17 < = » EKS_Data_Temp_Milling "type_EKSDatabase” = (|
18 <@ = » EKS_Data_Temp_Turning "type_EKSDatabase” 0 |
19 40 = » EKs_StatusError_Milling |'EKS_StatusErr0r' i D E E E
20 <@ = » EKS_StatusError_Turning "EKS_StatusError” D E E E

Figure 19:  Data from csv file in DB_EKSDatal
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7. Integration of PLC library for $S7-300/400 into TIA Portal V14 SP1

For the S7-300/400 you will need the following

libraries:

EKS_Data_Service_PLC_Library_TIA_300_400_YYYYMMDD
Library_EKS_Data_Service-TIAV14SP1_PLC-300_400_YYYYMMDD

7.1. Retrieving the library
Retrieve the libraries as described in section 6.

7.2. Integration of the EKS Data Se
7.2.1. Copying blocks to the project

1.

rvice into the PLC

1. Open the library EKS_Data_Service_PLC_Library_TIA_300_400_YYYYMMDD and copy the blocks to the folders in the
project navigation to suit your control system environment. All the blocks from the library are not used in this example.

Libraries M p

¥ ] APOODOZ48
B Add new device
gy Devices & networks
7 r:[. PLC 315 [CPU 315F-2 PNJ/DF]
[I§ pevice configuration
4] Online & diagnostics
@) Safety Administration

- gl Program blocks
B ~dd new block
4L CYC_INTS_RTG1 [OBE35]
3 Main [0B1]
3 Main_safety RTG1 [FE1]
@ Main_Safety RTG1_DB [DB1]
* [i:z] EKS Euchner -

Devices Options
_;‘g = #| Library view £ -
> |Projet:t library
Mame

~ | Global libraries

o Y GBS
b LL| Buttons-and-Switches

b LLl Long Functions

¥ LL| Monitaring-and-control-objects

b LL| Documentation templates

b LU winAC_ P

= | | | EKSDataService300_400
» 5] Types

* ||| Master copies
* |tz| 300
* |t:z| Blocks
38 Main
¥ |t:z] EKS Euchner

= [iz] EKS Data Service
o8 FB_EKSDataService [FE100|
@ DB_EKSDatal [DE100]
» [ System blocks
b r\'_aq. Technology objects
b External source files
v g PLC tags
~ [ PLC data types
B Add new data type

« [£z] EKS Data Service
M type_EKSDatabase
] type_EKSDatalD

] type_EKSDescription
] type_EKSKeylD

——oO d FC_EK5_Euchner
¥ |t:| EKS Data Service
W DB_EKSDatal
4 FE_EKSDataService
b |tz| EKS Instanzen
» [Ez| EKS Read
¥ |itz| SystemBlocks
I8 AG_CNTRL
& AG_RECVY
4 AG_SEND
48 EQ_STRNG
& G1_DT
40 NE_STRMG
tz| Types
w |tz| EKS Data Service
Iii| type_EKSDatabase
It type_EKSDatalD
It type_EKSDescription
5] type_EKSKeylD
b |t:z| EKS Read

Figure 20:  Copying blocks to the project

AP000248-01-10/19 (Application)

19




Exame nter: EUCHNER
Example integration of EKS Data Service

2. Open the library Library _EKS_Data_Service-TIAV14SP1_PLC-300_400_YYYYMMDD and copy the blocks to the folders
in the project navigation. This library is used to read the EKS Electronic-Key. It is not imperative to use this library.

Project tree [ 4 | Libraries W p
Devices Options

ra = @ & Lbrary view |2 -
> | Project library

Marme
¥ | 7] APODO248
B ~dd new device
i Devices & networks
~ [ PLC_315 [CPU 315F-2 PN/DP|
[I§ pevice configuration
ﬁ Online & diagnostics
@) Safety Administration
~ r;;:; Pragram blocks
[ ~dd new black
I CYC_INTS_RTG1 [OE35] _
| Main [DB1] ¥ L[| Master copies
4 FB_EKSReadKeyData [FB2] I EKS_StatusError
L Main_Safety RTG1 [FB1] - FE_EKSReadKeyData
@ Main_safety RTG1_DB [DBS]
b [fz] EKS Euchner
b |l Systern blocks

b

Global libraries
aly = = 2l a—) W
Tl G I T i E
¥ L] Buttons-and-Switches
» LUl Long Functions
» LIl Monitering-and-control-objects

» LUl Documentation templates
¥ L] winac_nP
b || EKSDataService300_400
i* Ll Library EKS_Data_Service-TAV145P1_PLC3..|
¥ 5] Types

¢ [ Technology objects
» External source files
» [4 PLC tags
« [ PLC data types
I Add new data type
M EK5_StatusError

Figure 21:  Copying blocks to the project

7.2.2. Customizing the data type type_EKSDescription
Open the data type type_EKSDescription. Map the EKM PLC DATA TYPES Name and PLC-Index configured in the service.

type_EKSDescription

Mame Data type Default value Accessible f... | Writa... | Visiblein .. | Setpoint
1 <@  KeyD Int B [l
2 40 LOCKED Int 2 B [l
3 40 OMm Int 3 B [l
4 4 Department Int 4 D D
5 -+ Last_Name Int 5 D D
6 |« First_Name Int 6 ] ]
7 < Level_Milling Int 7 D D
8 |« Level_Turning Int 8 D D
9 |« Personnel_Mo Int 9 D D
10 <@  Date Int || 10 ] [l

Figure 22:  Customizing the data type type_EKSDescription

20 (Application) AP000248-01-10/19



EUCHNER

Application EKS

Example integration of EKS Data Service

7.2.3. Customizing the data type type EKSDatabase

Open the data type type_EKSDatabase. Map the EKM PLC DATA TYPES Name and PLC-Type configured in the service. Pay
attention to the allocation of the EKM data types and PLC data types as described in the EKS Data Service PC manual.

type_EKSDatabase

MNarme Data type Default value Accessible f... | Writa... |Visiblein ... | Setpoint
1 <@ KeylD string[16] [l [l
2 |em  LOCKED Bool false ] ]
3 @ oM WViord 1620 ] ]
4 |0 Department string[2] ] ]
5 |«d Last_Mame String[40] - -
6 |- First_Mame String[40] D D
7|l Level_Milling Byte 16#0 D D
g8 |1 Level_Turning Byte 1680 D D
a9 |ag Personnel_Mo string[2] ] ]
10 @@ Issue_Date Date [&]] p21990-01-01 ] ]

Figure 23:  Customizing the data type type_EKSDatabase

7.2.4. Creating the data type type EKSRead

Because in this application example, data are retrieved exclusively from a database, only the bits Device_ready_for_operation
and ElectronicKey_detected as well as EKSKeyID of data type type_ EKSKeyID are required.

type_EKSRead

Marne Data type Default value
1 |« Device_ready for_operation | Bool E|| falze
2 |3 Electronickey detected Bool false
3 @l P EKSKeylD “type_EKSKeylD"

Figure 24:  Creating the data type type_ EKSRead

7.2.5. Configuring hardware and adding connections

Visible in ... | Setpoint

= O
= O
&

In this example, two EKS devices with PROFINET interface are configured. All Electronic-Key information is transferred from
the csv file in this application. For this reason it is only necessary to read the serial number from the EKS Electronic-Key. For
this purpose you can configure the smallest submodules (read/write) in the EKS (Device view) (see application APO00238). In
this way it is possible to save memory in the control system. For this example it is necessary to configure the start address

116 in the submodule for reading the EKS.

APO0D248 » Devices & networks

|E Topology view ||

& Metwork| L3 Connections |HI.'I connection |v| b 5'[;, BE Qt

PLC_315 eks-milling_1 [ .
CPU 315F-2 PNI... EKS-A-IIXA-GO1- .. g
PLC_315

eks-turning_1
EK5-A-IIX-GO01-5...

FLC_ 315

Figure 25:  TIA Portal Network view

1 10 system: PLC_315.PROFINET IO-System (100}

4

PLC_315.PROFIMET 10-5ys.
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Open the properties for the communication processor and open the Ethernet addresses view. Connect the Subnet interface
to the PLC's PROFINET network.

PLC_315 eks-milling_1 [ eks-turning_1
CPU 315F-2 PNI... EKS-A-lIXA-GOT-... g EKS-A-IIX-GO1-2
PLC_315 PLC_315
| EKS_Data_Service_Milling |
(P2 |
< [>] [100% - —s5 —
J General " 10 tags " System constants " Texts |
General Il Eth ¢ add
Ethernet addresses ernet acdresses
» Advanced options Interface networked with
Time synchronization
Operating mode Subnet: | PMIE_2
Diagnostics addresses Mot networked
PNIIE_1
ISO protocol b

Figure 26:  Connecting interface to subnet

A connection to the EKS Data Service PC must be added in the PLC for each instance of the block FB_EKSDataService (for
each EKS). To add a connection, proceed as follows:

1. In the Network view, click Connections to display the connections.

AP000248 » Devices & networks

ﬂ',] Metwork '”] Connections |HM|c0nnection

Figure 27:  Displaying connections

2. Add a new connection. Click the control system using the right mouse button and select Add new connection.

PLC_315 eks-milling 1~ [
CPU 315F-2 PN/... ciec o wva cna r/a
- [l Device configuration
Change device
Migrate to 57-1500
PNAE_2| ¥ Cut Ctrl+X
_ilg Copy Ctrl+C
[lg] Paste Curl+v
¥ Delete Del
Rename F2
¢
Assign to new DP master | 1O controller
Disconnect from DP master system [ 10 system
General 10 tz Highlight DP master system { 10 system
General & Go to topology view
FrErEmEEs Add new connection
Ethernet address Highlight connection partners ]
Time synchronizat -
v Ad Wd i Compile 4
vanced options Download to device 4

Figure 28:  Adding new connection
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3. Select the type for the connection. This is always an ISO-on-TCP connection. Click Establish active connection and com-
plete the action using Add.

Create new connection %

Please select connection partner for PLC_315: Type: | 150-on-TCP connection |v|

M E-rmail connection

Uns... | FDL connection

& PLC_1... - |20 connection
Local interface PLC_315 150-0n-TCP connection *
1 CP 343-1_1, PROFINET in... HMI connection

57 connection
TCP connection
UDP connection

= T a7

[e]m 5]

Local ID (hex): [ Establish active connection One-way

Information

| Add | Close |

Figure 29:  Adding connection

4. Open the general properties for the connection added. The name of the connection can be changed here for better
identification.

General

Connection

Mame: |EI{S_Data_Ser*.rice_MiIIinQ

Connection path

Local Partner

— i?

L}
End point: [PLC_315 [CPU 315F-2 PNIDF] | [unknown |
Interface: | CP 343-1_1, PROFINETinterface_1[x1]  [+| | Unknown [~]
Interface type: |Ethernet | |Ethernet |

Subnet: |PNIE_2 || |

Address: [192.168.0.31 | [192.168.097 |

| Find connection path |

Figure 30:  General properties
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5. Now open the Address details. In the Partner column, complete the IP (dec) and TSAP (ASCII) rows. The partner IP address
is the address of the server on which EKS Data Service PC is installed. The partner TSAP must be called EKSSERYV for
every connection. The local TSAP should be unambiguous if there are several instances of the FB_EKSDataService. This
name is displayed in EKS Data Service PC.

|§Properties ||"1J.Info y"ﬂ Diagnostics |

J General || 10 tags || System constants || Texts |

General
Local ID
Special connection properties

Address details

Options

Figure 31:

Address details

IP (dec)
TSAP (ASCIN)
TSAP (hex)
TSAP length

Settings for address details

Local Partner

- [192.168.031 |[192.168.0.97

- |EKs_Milling | [ExssERV

: |45.4B.53.5F.4D.69.6L’..6C.69.6E.6?

|
|
| [45.48.5353.4552.56 |
: [11 |7 |

6. During the subsequent configuration of the parameters for the FB_EKSDataService, you will need the Local ID (Con_ID)
as well as the hardware address/LADDR (Interface_ID) for each connection.

J General ” 10 tags || System constants || Texts |
General [
Local ID

Special connection properties
Address details

Block parameters

Options Local ID (hex): |1
i 1 I
i W#1640180 —{LADDR
Figure 32:  Local ID settings

Our example contains two EKS. Two connections are added and the parameters configured.

PLC_315
CPU 315F-2 PN/

eks-milling_1 |
EKS-A-IIXA-GO1-

i

Figure 33:

» EKS_Data_Service_Milling

Highlight connection:
Il EKS_Data_Service_Milling
EKS_Data_Service_Turning

Connections with configured parameters

®

NOTICE!

These steps must be repeated for each instance of the block FB_EKSDataService.
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7.2.6. Customizing the data block DB_EKSDatal

Variable Data type Description

Data_Key_Reader_Milling type_EKSDatabase The data for the Electronic-Key currently placed in the EKS are saved in this variable
Data_Key_Reader_Turning

Description type_EKSDescription The structure of the data type type_EKSDatabase is provided to the FB in this variable

ID Array[0..100] of 'type_EKSDatalD' The ID variable is required to store additional information such as the time stamp for Electron-

ic-Key placement or the time stamp for the last update, the KeyID and the checksum for the EKS
Data Service. This additional information is entered and stored in the DB for each Electronic-Key
placed. This data type is not allowed to be changed and is saved as an array in the DB. An ID
array of the same size is required for each data saving operation (Data Array). Since the data
are required after a power failure/restart as well, they must be marked as remanent.

Data Array[0..100] of 'type_EKSDatabase' The same data type for data from the Electronic-Keys placed is also used for saving the data for
the backup strategy. All data from the placed Electronic-Keys are entered in the data array. The
data will not be overwritten until the number of Electronic-Keys placed exceeds the number of
array entries. If data are overwritten, the oldest Electronic-Key entry is always overwritten first.
If an Electronic-Key is not listed during the query to the EKS Data Service PC, the Electronic-Key
is also deleted in the data array. The instances of the FB_EKSDataService can all access the
same data (Description, ID, Data) in DB_EKSDatal. If the data are to be available after a power
failure as well, they must be marked as remanent.

EKS_StatusError_Milling EKS_StatusError A data type EKS_StatusError has been added for this application. The errors and data this type
EKS_StatusError_Turning contains are described in the EKS Data Service PLC manual.

DB_EKSDatal

Mame Data type Offset S.. | Retain Visible in ..  Setpoint

1 |« * Static

2 < = » Data_Key Reader_Milling “type_EKSDatabase® 0.0 E E
3 < = » ErrorStatus_Milling "EKS_StatusError” 118.0 E E
4 |41 = » Data_Key Reader_Turning “type_EKSDatabase® 1280 E E
5 |4 = » ErrorStatus_Turning "EKS_StatusError” 246.0 @ @
& |« = » Description “type_EKSDescription® 256.0 @ @
7 o4ls b ID Array[0.20] of "type_EKSDatalD"  276.0 ™l v
8 <40 = » Data Array[0.20] of "type_EKSDatabase” 822.0 ™l v

Figure 34:  Configuring the parameters for DB_EKSDatal
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7.2.7. Calling the function block FB_EKSReadKeyData

Call the function FB_EKSReadKeyData in a function block you prepared previously (here: FB_EKS_Euchner). This block
must be called and the parameters configured for each EKS. So that you do not need to create countless data blocks per
instance, you can use multi-instances for this purpose. Enter the input address of the status byte from the EKS on the input
StartAddressStatus and the start address at which the Electronic-Key serial number starts in your application on the input
StartAddressKeylD. In our example the Electronic-Key serial number starts in input area of the control system for the EKS
Milling at 1 because the start address 116 is configured in the parameters for the EKS Read module.

¥  Network 1: Read EKS Milling

#DB_
EKSReadKeyData_
Milling_Instance
%FB2
FB_EKSReadKeyData"
EN ENO
StartAddressSt Device_ready_
1640 — atus for_operation — ...
StartAddressKe ElectronicKey_
16% 1 — yiD detected — ..
KeylD

Figure 35:  Calling FB_EKSReadKeyData

@ NOTICE!

Please note that hexadecimal values must be entered on the block's inputs.

7.2.8. Calling the function block FB_EKSDataService

Call the function block FB_EKSDataService in the same FB (FB_EKS_Euchner) as FB_EKSReadKeyData previously. This block
FB_EKSDataService must be called and the parameters configured for each individual EKS. Then call the function block
FB_EKS_Euchner in the main program Main (OB1).

@ NOTICE!

The inputs and outputs of the FB_EKSDataService are described in detail in the EKS Data Service
PLC manual.
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- Network 3: EKS DataService Milling

Comment
WB1
"InstEKSDataServi
ceMilling”
YFB100
“FB_EKSDataSernice”™
EM ENO
¥DB3.DBXB.1 “DB100 DBWI18
"DE_EKS "DE_EKSDatal".
EuchneF'_DB_ Errorstatus_
EkSReadKeyData_ con_  Milling.Con_
Milling_Instance. Parametrization Parametrization_
Electronickey_ _Errorcode — Errorcode
detected _ p et %DB100_DBWIZ20
"DE_EKSDatal”.
“al m1.?0'? Key Data_ Errorstatus_
waysTrue” —jiptaag Con Milling.Con_
WORD#16#0180 — Interface_ID Communicatio  Cemmunication_
Con_ID n_Errorcode Errorcode
T2105 — Refresh_Time
T#55 — Timeout_Time %DB100.
PIDB3.DBX10.0 DBX122.0
“DE_EKS "DE_EKSDatal”.
Euchner” DE_ Errorstatus_
EKSReadKeyData_ DB_Error —iMilling.DE_Error
Milling_Instance. WDB100.
KeWD ey 1D DBX122.1
- "DE_EKSDatal”.
PDB100_DBXD.0 ErrorStatus_
"DE_EKSDatal™. “é“'”lﬂg-Data_
Data_liey_  EKS Data Data_Errar —4 =107
Reader_Milling — iey Reader ADE100.
DBX122.2
PIDE100. "DE_EKSDatal”.
DBX256.0 Errorstatus_
'DB_EKSDaltaj " EKS_Data_ Milling.
Description Description Emergency, Emergency_
Level 1 —ilevel_l
PIDB100. -
DBEXB22.0 HDB100.
"DE_EKSDatal”. DBX122.3
Data — EK5_Data "DB_EKSDatal”.
- ErrorStatus_
PIDB100. Milling.
DBX276.0 Emergency_ Emergency_
"DB_EKSData1”.ID — EKS_KEY_ID Level 2 —level 2
HWDB100.
DBX122.4
"DE_EKSDatal”.
Errorstatus_
Milling KEY_
KEY_Not_Found —i "ot _Found
HDB100.
DBX122.5
"DE_EKSDatal”.
KEY ErrorStatus_

Checksum_  Milling KEY_
Error —4 Checksumn_Error

UDB100.

DBX122.6

"DE_EKSDatal”.

ErrorStatus_

Milling KEY_
KEY_Valid —Valid

HDB100.
DBX122.7
"DB_EKSDatal”.
ErrorStatus_
Error —i Milling.Error

“DB100_DBWI124

"DE_EKSDatal".

Errorstatus_
status — Milling Status

“DB100_DBWI26
"DE_EKSDatal".
Errorstatus_
Milling.

. ices
serviceStatus senvicestatus

Figure 36:  Calling a FB_EKSDataService (for example: Milling)
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7.2.9. Monitoring the data in the data block DB_EKSDatal

After the parameters have been configured for all blocks and UDTs, load your program into the control system. Check on
the LOG tab in the service on the PC whether the connection to the control system has been established. Program a couple
of Electronic-Keys in the EKM and place them in your system. As soon as you view the block DB_EKSDatal online in TIA
Portal, you will see the data retrieved from the csv file.

DB_EKSData1

MName
1 <0 ~ Static
2 <4l = ¥ Data_Key Reader_Milling
3 @ = KeylD
4 40 L LOCKED
5 |« = oM
6 |- L Department
7 = Last_Name
&8 |1 = First_Mame
9 |- L] Level_Milling
10 |40 - Level_Turning
11 < L] Persannel_Ma
12 |<g = Issue_Date
13 40 = » ErrorStatus_Milling
14 40 = » Data_Key Reader_Turning
15 <@ = » ErrorStatus_Turning
16 @1 = » Description
17 <@l = » ID
18 <@ = » Data
Figure 37:

Data type Dffset
"type_EKSDatabase” 0.0
String[16] 0.0
Bool 18.0
Word 2000
String[2] 220
String[40] 26.0
String[40] 68.0
Byte 110.0
Byte 111.0
String[2] 1120
Date 116.0
"EKS_StatusError” 118.0
“type_EKSDatabase” 128.0
"EKS_StatusError” 246.0
“type_EKSDescription” 256.0
Array]0..20] of “type_EKSDatalD" 276.0
Array[0..20] of "type_EKSDatabase”™ 822.0

Data from csv file in DB_EKSDatal

Start value

Visiblein ...

-

Monitor value Retain

‘02B77825FFO010...
FALSE
16#F00F

‘John'

16#01

16#03

o
D#2019-07-04

HEEENEEDEDENEEDNENELEDENEHNE0

NOREEE
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8. Integration of PLC library for $S7-300/400 into STEP7 Manager
Use the following library for S7-300/400:
EKS_Data_Service_PLC_Library_STEP_7_YYMMDD

8.1. Retrieving the library
1. On the menu bar, click File and select Retrieve.
2. Select the folder with the library and retrieve it to the required destination folder.

W
File | Edit Inset PLC View Options Window Help .:Mm_mmm E

New.. CtrleN
MNewProject Wizard. Suchenin: | ), STEP_7_300_400 ~| = & er B
Open... Ctrl+0 ~ =
Close MNarme Anderungsdatum Typ
Multiproject e || 1, EKS_Data_Service PLC_Library_STEP_7_1905... 03.06.2019 10:44 JP-komp
ST Memory Card 3
Memory Card File L3
Save As... Ctrl+5
Delete...
Reorganize... ‘ | m | b
Manage...
Archive.. Dateiname: IEKS_Data_Sem’ce_F‘LC_LiblEry_STEF‘_?_HD&DS.zip Offnen
Retrieve... %
Print N Datsityp:  |PKZip 12.4-Archive (*.zip) v|  Abbrechen |
Page Setup... é
Figure 38:  Retrieving library Figure 39:  Selecting library

@ TIP!

If the library has already been retrieved, click Open... and on the Libraries tab select the library you
want to add to the project.

8.2. Integration of the EKS Data Service into the PLC
8.2.1. Copying blocks to the project

After you have opened the library, copy the blocks to the folders in the project navigation as shown in the figure below to
suit your control system environment.

--, EKSDataService -- C:\Program Files {mﬁznmﬁ\ﬂep-m_m . . . ‘

-6 EKSDataService I Object name | Symbalic name | Created in language | Size in the work me... | Type | Wersion [Header]
57300 35 Systemsten - SDB
{E0 Quellen
{28 Bausteine

B FB 100

-2 57 400

JatalD
EK5Read

Figure 40:  Copying blocks to the project
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8.2.2. Customizing the data type type EKSDescription
Open the data type type_EKSDescription. Map the EKM PLC DATA TYPES Name and PLC-Index configured in the service.

Addresa |Hame Type Initial walue
0. STRUCT
+0_0| [EeyID INT 1
+Z_0| |LOCEED INT 2
+4._0( |OM INT 3
+5.0| |Department INT 4
+8.0| [Last_Name INT E]
+10.0| |First_HName INT &
+12.0| |Level Milling INT 7
+14.0| |Level Turning INT g
+16_0| |Personnel Ho INT =)
+18_0| |Issue_Date INT 10
=z0.0 END STRUCT

Figure 41:

Customizing the data type type_EKSDescription

8.2.3. Customizing the data type type EKSDatabase

Open the data type type_EKSDatabase. Map the EKM PLC DATA TYPES Name and PLC-Type configured in the service. Pay
attention to the allocation of the EKM data types and PLC data types as described in the EKS Data Service PC manual.

Address |Name Type Initial wvalue
0. STRUCT
+0.0| |EeyID STRING[1g]
+18_0| (LOCEED BOOT. FRLSE
+Z0_0| [CM WORD WELEE0
+22_.0| |Department STRINGE[Z]
+26.0| |Last_Name STRING[40]
+88.0| |First_Name STRING[40]
+110.0| |Level Milling BYTE BELeg0
+111.0| |Level Turning BYTE BEL1&g0
+112_0| [Personnel No STRING[Z]
+116_0| |Issue_Date DATE DElas0-1-1
=118._.0 END STRUCT

Figure 42:

Customizing the data type type_EKSDatabase

EUCHNER
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8.2.4. Configuring hardware and adding connections

In this example, two EKS devices with PROFINET interface are configured. All Electronic-Key information is transferred from
the csv file in this application. For this reason it is only necessary to read the serial number from the EKS Electronic-Key.
For this purpose you can configure the smallest submodules (read/write) in the EKS (HW Config). In this way it is possible to
save memory in the control system. For this example it is necessary to configure the start address 116 in the submodule
for reading the EKS.

@ HW Config - [SIMATIC 300 (Configuration) -- AP000248]

Olj Station Edit Insert PLC View Options Window Help

0S8 % &) 00 dda BHE 8

=0 UR
1 s
2 CPUISF2 PN/DP | Ethemet(1): PROFINET-I0-System (100)
X1 MPYDP
x2 PN-iO E=
X2F1 Port 1
3 L
4 CP 3431
&5 2 1) eksmill 2) ekstumi
XiPIR Port 7 = ]
XIP2R Poi2 i g

4 e

ﬂ!l Ethemet(1): PROFINET-10-System (100

Device Humber IP address Device Hame Order number Firrnweare Diagnostic address Initial
E 192.168.0.32 |eks-milling 106306 W31 2043~ activ.
192.168.0.33 |eks-turning 106305 3 2040

Figure 43:  HW Config view

Open the object properties for the PROFINET interface on the communication processor and then open the Properties in the
Interface group box. Assign to the communication processor an IP address in the same subnet as the existing PLC subnet
and select the existing subnet in the PROFINET network for the PLC.

Properties - PN-10-1 (R0/54.1) =]
|-Device | Synchronization Media Redundancy
General | Addresses IP Corfiguration PROFINET I
Short description: PN-IO
Properties - Ethernet interface PN-IO (RD/54.1) @
Device name: |PN.|0.1
' General  Parameters |
=3(0) UR ™ Use different method to obtain device name
1 [~ Set MAC address / use 150 protocol
il V' Suppott device replacement without exchangeable medi
2 CPU 315F-2 PN/DP MAC address l—
X1 MPLDP A
X2 PO 3 r Interface
X2Pr Port 7 R Type: Ethemet
3 . X Gateway
7 SRR Device number: 0 P address: 152.168.0.31 | [ & po ot use rouicr
Address: 152.168.0.31 Subnet mask: 255.255.255.0 (_.
Use router
Xi1PIR Porit 7 | ) |
2 Properties...

X1P2R Pt 2 i Networked: Yes roperties | o I—

Comment: Fubne{: I

New...
Properties... |
Delete |
oK | oK | Cancel | Hep |

Figure 44:  Connecting interface to subnet
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A connection to the EKS Data Service PC must be added in the PLC for each instance of the block FB_EKSDataService (that
is for each EKS). Open NetPro using the icon %8 on the toolbar

1. The EKS Data Service PC must be established in the NetPro configuration to be able to add a connection. On the right,
add an Other Station to the network using drag&drop and open the Properties by double-clicking. On the General tab you
can assign a different name to the station, in our example EKSDataService. Then open the Interfaces tab.

Properties - Other Station @

' General Interfaces ]

Name Type Address Subnet

oK Cancel | Help |

Figure 45:  Adding interface for Other Station (EKSDataService)

2. Click New... and select the type Industrial Ethernet.

Mew Interface - Type Selection @
Tvpe: FF interface
|ndustrial Ethernat
FP
FROFIEBUS
FTRP

kK | Cancel Help

Figure 46:  Selecting type of connection
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3. Inthe next step the Properties for the Ethernet interface on the Parameters tab are opened automatically. It is important
here to clear the Set MAC address / use ISO protocol check box. Then enter the IP address and the subnet mask for the
server and the subnet for the PLC (in the example: Ethernet(1)). Accept the entry by clicking OK.

Properties - Ethernet interface

' General  Parameters |

| [ Set MAC address / use IS0 protocol

MALC address: I

[V IP protocal is being uzed

|P address: [152.168.0.58 Gateway
* Do not use router
Subnet mask: |255.255.255.0
" Use router
Address: I
Subnet:
— not networked — New...

Properties... |
Delete |

orcel |t |

Figure 47:  Properties - Ethernet interface

4. You can now add the connections. For this purpose, select the CPU in the NetPro configurator as shown in the figure
below. Then click the Add connection button on the toolbar &

Ethernet(1)
Industrial Ethernet

REAEN

|SIMATIC 300
T ‘ EMPI.-'DPEPN—IO CF EF'N—
; ; 431 101
'‘m W ")
| 2

eks- eks- _
5 milling 6’ turning gl EKSDataService
m 5 w

Figure 48:  Selecting the CPU to add connection

AP000248-01-10/19 (Application) 33



Application EKS

Example integration of EKS Data Service E U c H N E R

5. Select as Unspecified connection partner and the connection type ISO-on-TCP connection.

Insert Mew Connection

— Connection Partner

B8] In the current project
¢ -8 sPonn2es
kS0 atasS ervice

ribroredeststations
g All multicast stations
@ I unknown project

%

Project: |

Station: I[U nzpecified]

Module; |

— Connection
Tvpe:

¥ Dizplay properties before inserting

] I Apply I Cancel I

Figure 49:  Adding a new connection

6. The Properties window for the connection to be added is opened automatically. You can give the connection a name on
the General Information tab. It is important to select the Active connection establishment check box.

Properties - [30-on-TCP connection
General Information | Addresses I Optionsl Overview I Status Information I
— Local Endpoint - Block Parameters
10 thex): 0001 ADSD R4 1o
MName: IEKS-I'U'IiIIing Wi EHD180 —LADDR
Via CP: ICF' 343-1, PN-IC (RD/54)
Route...

¥ Active connection establishmert

Cancel |  Hep |

Figure 50:  General and Block parameters for a new connection

@ NOTICE!

During the subsequent configuration of the parameters for the FB_EKSDataService, you will need the
Local ID (Con_ID) as well as the hardware address/LADDR (Interface_ID) for each connection.
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7. Open the Addresses tab. Here you must enter the TSAP. Give the local TSAP an arbitrary name and the remote TSAP
the name EKSSERYV (fixed word, see DataService PLC manual). Enter the IP address of the server on which EKS Data
Service PC is installed. Accept your entries by clicking OK.

Properties - [50-on-TCP connection @

General Information | Optionsl Orverview I Status Information I

Local Remate
IP {dec): 192.168.0.31 [192.168.0.98
TSAP (ASC): |EKS_Wiling [EKSSERV
TSAP (hex): 4548 535F 4D.6I 6C 6C  [45.4B 5353 45.52.56
TSAF length: 1 7

Cancel Help

Figure b1:  Assigning TSAP

@ NOTICE!

The steps 4 to 7 must be repeated to suit the number of EKS instances. Make sure that each connec-
tion is unambiguous (name and TSAP).

Two connections have been added for this application.

Local ID Partner Type Active connection | Subnet Local interface | Local address | Partner address
0001 ADSD: EKS-Milling |50-on-TCP connection : Yes Ethernet{1} [IE] : PN-1I0-1 192.168.0.31 | 192.163.0.98
0002 A0S0 EKS-Turning |50-on-TCP connection : Yes Ethernet{1} [IE] : PN-10-1 192.168.0.31 | 192.163.0.98

Figure 52:  Connections added
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8.2.5. Customizing the block DB_EKSDatal

EUCHNER

Variable

Data type

Description

Data_Key_Reader_Milling
Data_Key_Reader_Turning

type_EKSDatabase

The data for the Electronic-Key currently placed in the EKS are saved in this variable

Description

type_EKSDescription

The structure of the data type type_EKSDatabase is provided to the FB in this variable

ID

Array[0..100] of 'type_EKSDatalD'

The ID variable is required to store additional information such as the time stamp for Electron-
ic-Key placement or the time stamp for the last update, the KeyID and the checksum for the EKS
Data Service. This additional information is entered and stored in the DB for each Electronic-Key
placed. This data type is not allowed to be changed and is saved as an array in the DB. An ID
array of the same size is required for each data saving operation (Data Array). Since the data
are required after a power failure/restart as well, they must be marked as remanent.

Data

Array[0..100] of 'type_EKSDatabase'

The same data type for data from the Electronic-Keys placed is also used for saving the data for
the backup strategy. All data from the placed Electronic-Keys are entered in the data array. The
data will not be overwritten until the number of Electronic-Keys placed exceeds the number of
array entries. If data are overwritten, the oldest Electronic-Key entry is always overwritten first.
If an Electronic-Key is not listed during the query to the EKS Data Service PC, the Electronic-Key
is also deleted in the data array. The instances of the FB_EKSDataService can all access the
same data (Description, ID, Data) in DB_EKSDatal. If the data are to be available after a power
failure as well, they must be marked as remanent.

EKS_StatusError_Milling
EKS_StatusError_Turning

EKS_StatusError

A data type EKS_StatusError has been added for this application. The errors and data this type
contains are described in the EKS Data Service PLC manual.

Address |(Hame Type Initial wal|Comment
0.0 STRUCT

+0.0| |Data FKey Reader Milling "type_EEKSDatabase™
+118_0| |ErrorStatus Milling "EES_StatusError”
+1328_0| [Data FKey Reader Turning "type EESDatabase"™
+246.0| |[ErrorStatus_Turning "EES_ StatusError”
+256.0| |Description "type_EEKSDescription"
+276.0( |ID ARRRRY[O._20]

*Zg.0 "type EESDatalID"
+82Z.0| |Data RRRRY[O..Z0]
*118.0 "type_EESDatabase™
=3300.0 END STRUCT

Figure 53:

Configuring the parameters for DB_EKSDatal
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8.2.6. Creating an EKSReadKeyData block

The values for the Electronic-Key necessary for this application and the status information for each EKS are retrieved in the
following. For this purpose a separate FB (FB_EKSReadKeyData) is created that is then called in a further FB (FB_CallEKS-
DataService) (see chapter 8.2.7).

|C|:mtents Qf: "EnvironmenthInterface“STAT"
- | Hame Data Type Address Initial Value
EeyID Milling type_ EESEeyID 0.0
? KeyID Turning type EEKSKeyID 8.0
I|i‘ ‘E Eey Detected Milling Bool 16.0 FALSE
‘B Eey_Lletected_Turning Bool 18.1 FALSE
-~ |BE DevReadyForlOp Milling Bool 16.2 FALSE
‘El DevReadyForlp_Turning Bool 1.3 FALSE
FEZ : EES Read Eey Data
Comment :
=] m; EES_Key Data_Milling
.l I 0.0
= fDevReadyFoxrlp Milling fDevReadyForlp Milling
.l I 0.1
= §Fey Detected Milling §Fey Detected Milling
L IB 1
T §EeyID Milling.typeKeyID([0] §EeyID Milling.typeKeyID([0]
L IB 2
T #KeyID Milling.typeKeyID[1] #EeyID Milling.typeKeyID[1]
L IB 3
T fFeyID Milling.typeKeyID[Z] fFeyID Milling. typeKeyID[2]
L IB 4
T §EeyID Milling.typeKeyID([3] §EeyID Milling.typeKeyID([3]
L IB 5
T #EeyID Milling.typeKeyID[4] #EeyID Milling.typeKeyID[4]
L IB @
T fFeyID Milling.typeKeyID[5] fFeyID Milling. typeKeyID[5]
L IB 7
T §EeyID Milling.typeKeyID[€] §EeyID Milling.typeKeyID[E&]
L IB a8
T #EeyID Milling.typeKeyID[7] #EeyID Milling.typeKeyID[7]

Figure 54:  Retrieving data from the EKS

@ NOTICE!

A variable of data type type EKSKeylD must be used for the Electronic-Key's serial number. This
variable is used to query the data on the server.
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8.2.7. Calling the function blocks FB_EKSReadKeyData and FB_EKSDataService

Call the function block FB_EKSReadKeyData and FB_EKSDataService in the FB (FB_CallEKSDataService). This block
FB_EKSDataService must be called and the parameters configured for each individual EKS. Then call the function block
FB_EKS_Euchner in the main program OBI (CYCL_EXC).

@ NOTICE!

The inputs and outputs of the FB_EKSDataService are described in detail in the EKS Data Service
PLC manual.

FB2 :- Call EES Data Service

(Comment =

= m: Call FB 'EESReadEeyData’

DBZ
"DB_
EESReadEey
Data™

FBZ
"EESReadFeyData™
EN ENO

Figure 55:  Calling FB_EKSReadKeyData
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Em: Cz1l FB 'EESDataService' Milling

DB4
"DB_
DataServic
e Milling"

FB100
"FB_EKSDataService™
EN ENO

DRz _DEX16.
o
"DB_
EKSReadKey
Data™.
Hey_ Con_
Detected  |Key_ Parametri
Milling —|Present zation_
IZrro
Key Data_
¥100.0 —{updated

Interface
Wgleglso—_ID

1—Con_ID Con_
Communica
Refresh_ tion_
T$55—{Time Errore

Timeout_
T#108 | Time

DEDBZ . DEXO
]
"DBE_
EKSReadKey DE_Zrror
Data™.
FeyID_
Milling—|Key ID

C£DB100_DB
0.0
"DB_ Data_
EKSDatal". Error
Data Key_ |EKS_Data_
Reader_ |Key_
Milling —|Reader

D#DE100_DE

XZ56.0

"DB_

EKSDatzl". |EKS_Data_  Emergency

Descriptic |Descripti _Level 1
n—en

PEDB100_DB
XB2Z_ 0
"DBE_
EKSDatal".
Data —{EKS_Data
Emergency
PEDB100_DB _Level 2
X276.0
"DBE_
EKSDatzl". |EKS_KEY_
ID-ID

KEY Not_
Found

Checksum_
Error

KEY_Valid

Error

Status

serviceSt

DE100_DEWL
18

"DB_
ERSDatal™.
ErrorStatu
s_Milling.
Con_
Parametriz
ation Erro

DBE100_DEWL
z0
"DB_
ERSDatal™.
ErrorStatu
s_Milling.
Con_
Communicat

[io_Error

DB100_DEX1
2z.0
"DB_
ERSDatal™.
ErrorStatu
s_Milling.
|-DB_Zrror
DB100_DEEL
2z.1
"DB_
ZRSDatal".
ErrorStatu
s Milling.
|-Data_Error

DB100_DEEL
2232

"DB_
ZRSDatal".
ErrorStatu
s Milling.
Emergency_
FLevel 1

DE100_DEX1
2z.3
"DE_
EESDatal”.
ErrorStatu
s_Milling.
Emergency
FLevel 2

DE100_DEX1
27 4
"DB_
ZKSDatal™.
ErrorStatu
s_Milling.
Key Hot_
|- Found

DB100.DEE1
2z.5

"DB_
EKSDatal”.
ErrorStatu
s Milling.
Key_
Checksum
|-Error

DB100_DEX1

2zZ.6
"DB_
ZRSDatal".
ErrorStatu
s Milling.
Y Valid

DB100_DEEL
22.7
"DB_
ZRSDatal".
ErrorStatu
s Milling.
FError

DB100_DBEL
24
"DB_
ERSDatal™_
Errorstatu
s_Milling.
[~Status

DB100_DEW1
26
"DB_
ERSDatal™_
Errorstatu
s_Milling.
serviceSta

atus

tus

Figure 56:  Calling FB_EKSDataService (for example: Milling)
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9. Important note - please observe carefully!

This document is intended for a design engineer who possesses the requisite knowledge in safety engineering and knows
the applicable standards, e.g. through training for qualification as a safety engineer. Only with the appropriate qualification
is it possible to integrate the example provided into a complete safety chain.

The example represents only part of a complete safety chain and does not fulfill any safety function on its own. In order to
fulfill a safety function, the energy switch-off function for the danger zone and the software within the safety evaluation must
also be considered, for example.

The applications provided are only examples for solving certain safety tasks for protecting safety doors. The examples
cannot be comprehensive due to the application-dependent and individual protection goals within a machine/installation.

If questions concerning this example remain open, please contact us directly.

According to the Machinery Directive 2006/42/EC, the design engineer of a machine or installation has the obligation to
perform a risk assessment and take measures to reduce the risk. While doing this, the engineer must comply with the appli-
cable national and international safety standards. Standards generally represent the current state-of-the-art. Therefore, the
design engineer should continuously inform himself about changes in the standards and adapt his considerations to them.
Relevant standards for functional safety include EN ISO 13849 and EN 62061. This application must be regarded only as
assistance for the considerations about safety measures.

The design engineer of a machine/installation has the obligation to assess the safety technology him/herself. The examples
must not be used for an assessment, because only a small excerpt of a complete safety function was considered in terms
of safety engineering here.

In order to be able to use the safety switch applications correctly on safety doors, it is indispensable to observe the stan-
dards ENISO 13849-1, ENISO 14119 and all relevant C-standards for the respective machine type. Under no circumstances
does this document replace the engineer’s own risk assessment, and it cannot serve as the basis for a fault assessment.

In particular in relation to a fault exclusion, it must be noted that a fault can only be excluded by the machine’s or installation’s
design engineer and this action requires justification. A general fault exclusion is not possible. More information about fault
exclusion can be found in EN ISO 13849-2.

Changes to products or within assemblies from third-party suppliers used in this example can lead to the function no longer
being ensured or the safety assessment having to be adapted. In any event, the information in the operating instructions
on the part of EUCHNER, as well as on the part of third-party suppliers, must be used as the basis before this application
is integrated into an overall safety function. If contradictions should arise between the operating instructions and this doc-
ument, please contact us directly.

Use of brand names and company names

All brand names and company names stated are the property of the related manufacturer. They are used only for the clear
identification of compatible peripheral devices and operating environments in relation to our products.
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